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From the Chief Editor

It is with great pleasure that we present Volume 14, Issue 2 (December 2024) of Pragyaan: Journal of
Law. This issue continues our commitment to fostering academic discourse and advancing legal
scholarship by featuring thought-provoking and insightful contributions from scholors, researchers,
and legal practitioners.

Law is an ever-evolving field, constantly shaped by societal transformations, technological
advancements, and policy shifts. In this edition, we bring together o diverse range of articles that
critically analyze contemporary legal issues, explore emerging jurisprudential frends, and provide
fresh perspectives on pressing legal chollenges. From different domains of law to regulatory
frameworks and human rights concerns, this issue encompasses a broed specirum of legal discourse.

We extend our heartfelt gratitude to our esteemed coniributors for their valuable research ond to our
diligent peer reviewers for their expertise in ensuring the quality and rigor of this publication. Their
collective efforts uphold the academic integrity and excellence that Pragyaan: Journal of Law strives to
maintain.

We also appreciate the continued support of our readers, whose engagement with our publication
fosters meaningful legal scholarship and diclogue. We hope that this issue serves as o valuable
resource for legal academics, practifioners, and students alike, inspiring further research and
discussions in the field of law.

We look forward to your continued confributions and insights in future editions.

Warm regards,

Prof (Dr) Ashish Verma
Chief Editor
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Navigating Legal Challenges and Accountability in Autonomous
Lethal Weapons: A Critique of IHL Frameworks

L

Deepok Kumar Srivastava
Shubham Prakash Singh**'

ABSTRACT

Human-warfare exhibits important ambits like invention, vsoge, fechnology upgradation for effective warfore =.9. bow
avolved into crossbow, Catopults developad fo ballistic canoens, atc. In the ero of Intermationol Lows, Weapons of Mass
Destructions and Artificial Intelligence [Al) in robofics, Nations must agree that the technology used must be in complionce
with rules of International Humanitarian Law (IHL). IHL analyzes the challenges of new technologies in Remota-controlled
weapans, Autanomous lefhal weapons ('ALWs'), and Cyber & intormation warfare. ALWs' implications cannot be ignored.
ALWs suffer with the problems of non-unifermity, non-consistancy, ambiguily in definition. The International Committee of
Red Cross (ICRC) evaluated the effects of recent and impending changes in armed conflict by comprehending how
autonomous weapons systems influence those who are aftected by them and developing humanitarian salutions that coter
fo the needs of the most vulnerable, ALWS' definition is incomplete without Al and Machine Lsarning (ML). The ICRC
axumines tham with o focus on thair opplication in the conduct of war and viclence, os well as in humonifarion oction to
suppart and profect armed conflict victims.

ICRC defines Autonomous Weapon Systems as "the weapon systems with autonomy in their ‘critical functions' of selecting;
attacking torgets and is an immediate concem from humanitarian, legal ond ethical perspective, given the risk of loss of
human control ovar weapons and the use ot forcs."

Evan yel, there are significant problems with how IHL and ALWs interac! while adhering to the core principles of IHL, namely
the principles of "distinction”, ‘proportionality’, and "precautions’ in attack. Further, whether the ALWs are recognized under
the IHL is still debatable meanwhile technology grows rapidly and countries like UK & USA develops o framework to
regulate its use. On a global level, the need to have such o framework remains unfulfilled and neglected. The existing
detinition by ICRC fails to impose lability and responsibility for domages and harm coused to innocent civilians and
combotant medics.

Considering various facets of AlWSs and |HL discussed above, this poper focuses on loopholes of present definition and
rules, examines the possibility and feasibility of framewerk dealing with provisions for responsibilities, functions and
liabilities for States and sysiam developers while examining insights that are possible from analysis of relationship between
iechnology & law in militory context.

Keywords: Arificial Intelligence, Autonomeus Lethal Weapon Systems, International Humanitarian Law, International
Committee on Red Cross, Warfars, Mass Destruction,

Intreduction systems that have the ability fo independently choose and
attack targets. Weapon systems thal operate
autenomously select and ottack targets without human
infervention, After being initially activated or launched by o
parson, an oulonomous weapon system sell-inifiotes or
triggers @ sirike in response fo information from the
enviranment gothered by sensors ond on the basis of o
generic “largel profile’. This suggests that tha user isn't in
charge of choosing or even understanding the exact
fargets, timing, or ploces of the succeeding applications of
torce

The vee of computer systems ta perform cognitive,
planning, reasoning, or learning-intensive fasks is known
as orfificial inteligence (Al). These software fools or
algorithme could be used for a variety of jobs, therefore
their patential effects may be wide-ranging and not yet fully
understood. But there is no proper definition 1ill today for
‘Autonamous Lethal Weapon System'. However, ICRC
gove o working definition which says, "affer initial lounch or
activation by o human operator, it is the weopon system
itsalf, using its sensors, computer programming [software)
and weaponry that take on the targeting functions that The use of autonomous weapon systems entails risks
would otherwise be controlled by humans." This definition because it is difficult o pradict and regulate their
includas both currant and prospeciive future weapen  outcomes. This lack of humon control ond discretion in the

1
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use of force and weopons poses serious issues from o
humanitarian, legal, and ethical perspective.

MEANING AND DEFINITION OF Al &
AUTONOMOUS LETHAL WEAPON SYSTEM

According to Oxford Advanced Learners Dictionary,
Adificial Infelligence is "the study and development of
computer systems thal con copy intelligent human
behavior", Stefan Von Duin & Naser Bakhshi in 2017 wen
one step forward and defined Al in general ferms as "Al
refers to @ broad lield of science sncompassing not anly
computer science but olso psychology, philosophy,
linguistics and other areos. Al is concerned with getting
computers to do tasks that would normally require human
intelligence "

In a recommendation of Council of Arificial Infelligences of
the OECD Al is defined as a "mochine. based system that
can, for a given set of human-delined objectives, make
predichons, recommendahons, or decisions influencing
real or viual environments. Al systems are designed fo
operate with varying levels of autonomy,"’

The maost relevont definition for us to consider will be the
one given by ICRC ie. International Committee on Rad
Cross. They say “Al is the use of computer systems to carry
ouf fasks - ofien ossociofed with human intelligence - that
require cognition, planning, reasoning or learming. Since
these are softwore tools, or olgorithms, that could be
opplied to many different tasks, the potential implications
moy be far-reaching and vet to be fully understood "

But thera is no proper definition till today for ‘Autonemeus
Lathal Weapon System’, Howaver, ICRC gave o working
definition which says ‘offer initial launch or activation by o
human operater, if is the weapon system itself, using is
sensors, computer programming (soltware) and weapaonry
that take on the targeting functions thot would otherwise be
controlled by humans.” Any weapon systerm thal can
independently choose and attack targets falls under this
criterion, which includes certgin curent weapons and
hypothetical future systems. AUTONOMOUS WEAPON
SYSTEM'

In the expert meeting held ot Geneva, Switzerland on 26th
to 28th March 2014, it was highlighted that the US
Deporiment of Defense's policy clossities weopons into
three categories bosed on their degree of autonomy and
human control.

+ FULLY AUTONOMOUS WEAPON SYSTEM: An
Autonomous Weopon system is one thal, ofter baing
lounched ond activated by o human operator, con choose
and engaga targets on its own. Eg. Loitering Munitions.”

« SUPERVISED AUTONOMOUS WEAPON SYSTEM:
In the evani tha! the weapon system used 1o counler
incomina missile or rocket attacks matfunctions, itis o form
of autenomous weapon system that is made to ollow
human operators 1o intervene and end confrontations.
They have the autonomy to choose and attack targets
based on pre-programming. In controst, @ human
operalor oversees the weopon's operafion and, if
necessary, temporarily assumes control of the system.”

« SEMI-AUTONOMOUS WEAPON SYSTEM: ltis alype
ot weopon system which can work only on the specific tosk
assigned and cannot further on its own decida and act like
the fully autonomous weapon system. It is intended 1o only
engoge individual targefs or specific farget groups that
have been selecled by a human operator. Example,
Homing Munitions, Tanks. '

In the sama meeting, three main considerafions were
identified for assessing the implications of autonomy in o
aiven weapon system. They are as follows:

« Thetaosk the weapon system is parforming

+ Thalevel of complesity of the weapon system

» The extent to which it is under human control or
supervision.’

Al AND AUTONOMOUS WEAPON SYSTEM
Neil Davison has defined ‘Autonomous Weapan System' as
follows:

"Any weapon system with autonomy in its critical funclions
i.e..a weapon system that can select (search for, defect,

B Stefan van Duin & Noser Bakhshi, Part 1: Arfificial Intelligence Defined (The most used terminology around it), Deloitte (March

2017

. Ethics and governance of artificial intelligence for health: WHO guidance. Genevo: Word Hualth Organization; License: CC BY-

NC-SA 3.0 1GO, (2021)
IRRC, Pg no. 443, |2020)

Artificiol Intelligance and mochine learning in armed canflict: A human-centred approach, International Review of the Red Cross,

M. Daovison, A Legal Parspective; Autonomous Weapen Systems under International Humanitarion Low (January 2018}

. US Deportment of Defense {2012) Auvtonomy in Weopon Systems, Directive 3000.09, 21 November 2012, Glossary, Port ||
Definifions; Autonomous weapon systerms: Technicol, military, legal and humanitorian aspects Expen meating, Geneva,

Switzerland, Pg na, 14, (26 -28 March 2014)

Autonomaous weapan systems: Technical, miltary, legal and humenitarian aspects. Expert meeting, Geneva, Switzarland, Pg no.

14, (26 -28 March 2014}
’ Ibid,
J Ibid.
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identity, track or selecl} ond offock (use force against,
neutralize, domage or destroy) fargets without human
intervention." "

The tarm *killer robots” or “lethal autonomous waapons
systems’ (LAWS) refers to weaponry thot employs artificial
intelligence (Al] fo automatically recognize, choose, and
kill human targsts.

Whereos in the case of unmanned mililary drones the
decision 1o foke lifz is made remately by a human operater,
in the case of lethal autonomous weapons the decision is
mude by algorithms alone,

Weapons that kill by algonthms rother than human
decision-making are immoral and pose a serious threat to
both nafional and intemational security.

1. Immoral: Since algorithms are unable to oppreciate
the worth of humon life; they should never be given
the autherity to determine who lives and who dies.
Actually, Anténio Guterres, the secretary general of
the United Nations, concurs that ‘machines with the
authority and discretion fo take lives without human
involvement are politically untenable, ethically
abhorrent, and should be farbidden by infermational
law.”

2. Threat to Security: By using clgorithms fo moke
dacisions, weapons can develop faster, more
affordably, and on a largar scals thon software. Due
io the introduction of the threots of proliferation, fast
escalation, unpredictability, and even the possibility
of WML, this will be extremely destabilizing on beoth o
national and worldwide scale,

Auvtonomous Weapon Systam |Lethal Autonomous
Weapon System-LAWS} according to US Depariment of
Defense is ‘a weopen system that, once aclivated, can
select and engage targets without further infervention by a
human sperater” "’

According o some, robotics automates physical choras
whereas Al automates cognifive fosks. However, becouse
Al systems regularly produce unexpected outcomes and do
more than just mimic humon cognitive processes, this
framework may not be sufficient fo understand how they
operate, In addition to being automated or avtonomous, a
robot may or may not contain an Al algorithm,

‘Drones used as intenticnal folal weapons provide the
greatest risk. UAVs with remote pilots have been
incorporated into modern combal. Amed UAVs are
dispotched to destroy the target, frequantly under

supervision of bose thousands of kilometers disiant (s).
Drones’ kay advantage is that the military may aftack the
advarsary with the least omount of collateral damage and
cosuolfies by using them. In oddiion fo killing the torgeted
target, drone attacks frequently rasult in considerable
colloteral damoge and kill numerous innocent individuals.
In on effert to reduce the cost of running UAVs,
manufacturers hove mode drones incressingly
autonomous, deing away with the requirement for human
intervention and drone teaching. Due to the increased
autonomy of military equipment, the maral responsibility
for the colloteral damage caused by indiscriminote drone
operations has come under intense axaminofion. It ic
unclear who should be held accountable for the results of
drone strikes when humans ore excluded from the UAVS'
dacision-muoking process. ls it the military, the robot, or the
programmer?

The world's first recorded case of an autanomous drone
attacking humans took place in March 2020, The United
Nations (UN) security report on Secoend Libyan Civil War
states that "Libyan forces used the Turkish-made drones lo
*hunt down" and jam retreating enemy forces, preventing
them from using their own drones.

Since the 19505, the US Deporment of Defense hos
employed drones in almest all of its combat aperations fo
give raconnaissance, surveillance, and infelligence to the
opposition. Nearly 100 nations are soid to be using
military drones right now. They are employed in war and
rescue missions ond ore outiited with the newest
generation of cameros, which provide an accurate
topography of the area. Those with artificial intelligence
communicate with soldiers and provide them with
information obout enemy movemenis on on ongoing

basis.

The medio hos focused on the potential repercussions of
using unmanned aerial systems [UAV], among other things
in relotion to the unintentional deaths of two innocent
hostages of American and ltalion nofionality during a
drone oparafion on al-Qoedo fightersin 2015

The Turkish military forces employed unmanned systems in
record numbers during the "Spring Shield" (March 2020)
oftensive in ldlic ogainst the Syrion forcas, The proper
doctrine for their employment, including for combat
missions, os well as coordination with other combatants
{particulorly artillery), led to the Turkish armed forces' high
level of efficacy in their operations. '

" N Davison, A Legal Perspective: Aulonomeus Weapon Systems under International Humanitarian Law {lanuary 2018)
o Anna Koner, Tomasz Balcerzak, Military autonomous drones (UAYs| - from fanfasy to reality. Legol and Efhical implications.,
Transportation Research Procedia, Yolume 59, Pages 292-299, ISSN 2352-1445, (2021)

" lbid.
o lbid

" Ethem Emre Ozcan and Mahmoud Barakot, Oparation Spring Shiled leaves Mark on Syria in 2020, Anadolu Agency (A4), (301h

Decembar 2020)
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Azerbaijon  deployed ormed drones to  significantly
cutperform Armenio in recent battles for control of the
Nogome-Karabakh territory dunng Hernandez, 2021,
Azcording fo reports; in 2021, the lsroel Defanse Forces
employed drones to spray fear gas on protesters in the
West Bank, and Hamas fired loitering waopons, or so-
called kamikaze drones, into lsraal.

According to the Eurasion Times, India's Arjun tanks will
also have "Artificial Intelligencze” capabilities that will aid in
the detection; fracking, and engagement of enemy
objects. So, these fonks will have the following
characlaristics:

1. Targe! detection, tracking, and classification that is
automatic '

2. Lightwaight and low power consumption

3. The only locally developed RCWS sighting system in
India is unrestricted by license ond global export
regulations.

RISKS OF AUTONOMOUS WEAPONS
1. Unpredictability

2. Escalotion

3. Proliferation

4. Llewered Barriers to Conflict

5. Mass Destruction

4. Selective Targeting of Groups

7. AlArmsRace

1. Unpredictability

The behavier of letha! autenomous weepons is extremaly
unpredictable. Due to complicated inferoctions between
machine learning-based algorithms and a dynamic
operating contex, it is extremely difficult to predict how
these weapons would behove in actuol saffings.
Additionally, in arder fo keep one step ahead of competing

systems, the weopons systams are designed o behave in
an uripredictabls manner.

2. Escalation

Autonomous waapons systems increese the possibility of
unintentional and quick conllict escalation becouse 1o the
speed and scale of which they can operate. According fo
recent RAND research, ‘widespread Al and autonomeous
systemns could lead o unintended escalation ond crisis
instability’, as "the speed of autonomous systems did lead
to inadvertent escalation in the war-game’. Even the US
National Security Commission on Al {NSCAI), a quasi-
governmental body, admitted that "unintended escalation
may eccur for numarous reasens, including when systems

tail te perferm as intended, because of challanging and
untested complexities of inferaction between Al-enabled
and outonamaus systems on the battlefield, and, mors
ganerally, 0s a rasult of machines or humans misperceiving
signals or actions.” According to the NSCAI, "Al-enabled
technologies would undoubfedly increase the tempo and
automation of warfare overall, diminishing the fime und
space available for de-escalation tactics.

3. Proliferation

Killer Robots or Lethal Autenomous Weapon Systemns are
exiremely inexpensive ta build in lorge quantities since they
don't need expensive or difficuli-to-find row Ingredients.
They are also sacure in tronsit and difficult to find. These
weapon systemns will undoubtedly spread whenever big
military powers start producing them. They will soon tum
up on the underground market, where they will end up in
the hands of ferrorists locking to topple governments,
despots terrorizing their people, or warlords looking to
carry oul ethnic cleansing. Reducing the risk of
proliferation is in fact o fop objective for lowering the
strategic risks associated with Al in the military, eccording
to the U.S. National Security Commission on Al

4. Lowered Barriersto Conflict

Woar haos historically been expensive-both in terms of the
maney spant on making conventional weapaons and the
lives lost, This may have accasionally served as a deterrent
to conflict while, on the other hand, encouroging
diplomacy. This standard may be challenged by the
emergence of altordable, scaloble weaponry, lessening
the risk of conflicl. It may be argued thot the spread of
lathol autonomous weapons along with the possibility of
quick ond accidentol escalation would have the similar
oulcome.

5. Mass Destruction

The scalability of lethal eutonomaus weoponry is
enormous, This implies that the amount of domage you
can cause with autonomous weaponry is purely dependent
on the number of Slaughterbots, i.e. Killer Robots or lethal
autonomous weapons in your arsenal, not on the quantity
of personnel you hove on hand to operofe the weapons
Contrary to traditional weapanry, which may be used to
cause twice as much dumage by just buying twice os many
guns, this requires twice as many scldiers to be trained to
use those guns.

The potential to scale up creates o sarious proliferation
risk, which heightens the threat of mass caotastrophe. A
weopon of mass destruction is one that can be directly
utilized by one person to inflict many casualties, and with
lethal autonemous weapons, ones person might

" Jon Hemandez & Chaorles Maynes, The Deodly clashes botween Armenia and Azerbaijon, NPR, (September 19, 2022}
" Ashish Dangwal, India's Arjun Tanks to get ‘Artificial Intelligence’ copabilities to detect, track and engoge hostile Targets, The

Eurasion fimes, [30th September 2022|
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hypothatically octivate hundreds or even thousands of
killar robots and autonemous weapons.

6. Selective Targeting of Groups

When salecting victims to kill based only on sensor data,
parficularly through face recognifion or other biometric
information, there are serious concerns about the selective
targeting of groups bosed on presumed age, gender,
color, ethnicity, or religious dress. Whan combined with the
potentiol for proliferation, autanomous weapons may
dramatically increase the risk of targeted violence against
certain groups of people, and perhaps ethnic cleansing
and genocide. The potential for disproportionote effects of
lethal eutonomous weapons on race and gender is one of
the key concerns of civil socisty compaigning.

These threats are parficularly natewarthy in light of the
growing use of focial recognition technoloay in law
enforcement and ethnic profiling. Businesses have stoted
that they are unwilling te loke o stand agoinst the
weaponizotion of facial recognition software becouse they
ore interested in developing lethal systems.

7. Al ArmsRoce

Since there hasn't been o concerted global effort to roise
owareness of the risks of lethal autonomous weopons and
upply pelitical pressure, an "Al mililary race hos begun’,
which goes agninst a core premise of ethical arfificial
intelligence. The inherent dangers of unpradictable
conduct and escalating behavior are further compounded
by arms race dynarmics, which prioritize spaed over safety.”

LEGAL & ETHICAL ISSUES

1. Morally Abhorrent

2. lockAccountability

3. Violate International Humanitarian Law
1. MORALLY ABHORRENT

Algonthms should never be given the authority fo
determine who lives and who dies since they ore unable to
comprehend the value of o human life, A clear moral red
line has bean crossed by lethal autonemous weaponry,

2. LACKACCOUNTABILITY

Finally, giving algorithms the outhority fo decide whether to
use fotal force poses imporiont Issues regarding wha is
ullimately in charge of and accountable for the use of force
by avtonomous weapons, especially given their propensity
for unpredictability. Since “infernational humanitarion law
requires that individuals be held legally responsible tor war
crimas and grave violations of the Geneva Conventions',
this "accountability gap’ may be seen to be against the law,

If o completely nuionomous weapon was used by a military
cormmmander or aperator with the intent to commit a cnme,
they may be held guilty. To hold on operctor liable for an
aulenomous rabot's untoreseen behavior, however, would
be problematic legally and possibly unfair.

3. VIOLATE INTERNATIONAL HUMANITARIAN LAW
The principlas of distinction and proportionality are
oullined in international humanitarion  law  (IHL).
According fo the principle of distinction, parties to an
armed conflict are required to discriminate between
civilian ond military forgets ond focus their actions solely
on mildary goals. Attacks that subject civilion populations
to harm that are excessive in comparison 1o the anticipated
militury advontage obloined are lorbidden by the concept
of proportionality.

Fully autonomous weapons would have a difficult time
adhering to the distinction and proportionelity rules, it has
been highlighted.

Further, it has been argued that autonomous weapons that
target humans would viclate the Martens Clouse, o
provision of IHL that estoblishes a morol baseline for
judging emerging fechnologies. These systams would
violate the dictales of public conscience and "undermine
the principles of humanity because they would be unable
to apply compassion or human judgment to decisions 1o
useforce." "

INTENATIONAL HUMANITARIAN LAW

According to ICRC (herein referred as 'Infernational
committee of the Red Cross'], Intemational Humanitarian
Law {IHL} is, "o set of rules thai seeks, for humanitarian
reasons, fo limit the effects of armed conflict. It protects
persons who are nob, or are no longer, directly or actively
parficipoting in hostilities, and impeses limits on the means

and metheds of wardare’

ILH. L is also referrad 1o os “the low of wor” or 'the low of
armed conflict’. Treoties, custorary low, and general legal
concepts oll fall under the category of LH.L., which is a
subset of public internatienal law, |.H.L. aims to monitor
and reguloie parties’ behavior once an ormed conflict has
started, rather thon determining whether it starled lowfully
ornot."”

International Humanitarian Law and Lethal
Autonomous Weapons System

It is o well-known tact thal LAWS are used in armed
conflicts today. Although few countries hove publicly

admitted deploying such operotions, thelr use is
anticipated 1o rise in the coming years. Additionally,

""" The Risks of Lethal Autonomous Weapons, Lathal AWS, (29th Ocicber 2022)

" ld
" ICRC, what is international humanitarion law? [July 5, 2022)
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offansive ormed operafions have seen significant
technological advancements. Warfare has shown in
current history that it can substantially damage civilion
intrastructure and possibly cause human suffering” As o
result, vorious organizations throughout the globe have
atternpted to apply the |HL to armed conflict in order to
reduce or restrictthe damage brouaht on by cyber-atfacks.
1. TheTallinn Manual by NATO.

Applying the laws reguloting armed conflict {i.e. IHL) 1o
battle presents o frash problem because modern warfare
differs from troditional warfore in sufficient woys. Stote

“The Tall

navirality, the definition of o legitimate combatant, and the
protection of civilions are all issues that need to be
addressed. Therefora, the most thorough publication on
the topicis NATO's Tallinn Manual. ™

Though, the manual, which wos anly a persuasive value
holding document, and which wos produced by a team of
specialists, does offer advice on how current laws of armed
conflict should be applied o combal in which LAWS are
used in lorge scole: The Tallinn manual's structure is
pictured in fig. 1.

As an illustration of how the manual operates, Rule No. 43

Figure 1: An overview of the Tallinn Manual's structure.

“ ICRC, infernationol Humanitarian Law and Cyber Oparations during Armed Conflics, (2019)
' NATO, The tallinn manual on the intemational law applicable 1o eyber warfare, Online, (March 2013)
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handles "indiscriminate means or procedures.” According
to the rule:

‘It 15 prohibited fo employ means or methods of cyber
warfare that are indiscriminate by nature. Means or
methods of cyber warfore ore indiscriminate when they
cannot be:

a} directed at o specific military objective, or

b} limited in their elfects as required by the law of armad
contlict and consequently are of nature to strike military
objectives ond cwvilions or civilion objects without
distinction

The manual pravides an explanation of the legal basis for
this regulation by quoting parsgraphs {b) and () of Article
51 (4) of Additionol Protocol | to the Geneva Conventions.
Additionally, the experis’ group provides instances of what
would and would not be in violation of this guideline. Tha
rule would be broken, for instance, by malware that was
uncontrollable ond propogated harmiully beyond its
intended target. However, malware similar fo Stuxnet that
infects civilian systems but only targets o narrew rangs of
equipment wouldnt go against the regulation.
Understanding how the committes of experts produced
eoch rule and the legal justification for it is made
stroightforward by using this rule, foundation, and
explanation technique throughout the document,”

Criticism of Tallinn Manual:

'Evan though the manual is comprehensive and arguably
the best atempt to translate existing lows of armed conllic!
into the cyber domain, it has flaws that must be addressed.

i The manual admits that only military manuals fram 4
nations were used to creale the rules. Conado,
Germany, the United Kingdom, and the Unitad
States. This means that the manual could be skewed
ond influenced by Western ideos about war ond
conflict,

il.  When attempting to translate terms like "use of force’
info the cyber damain, the group of experts runs inlo
difficulties. Determining when a ‘use of force'
occurred is critical because it defines when a state
infringed the UN Charter.

ii.  The last significant problem with the monual is that
the aroup of experts rarely agrees on how the luws
should be implemanted in the cyber domain.'

The Tallinn Manual states that it is difficult 1o apply

traditional laws regulating armed battle to modern

warfare. Questions including the use of force against

others, in case of oftack, sell-defense, and ensuring thot
attacks are discriminating have oll stirred discussion when
it comes fime fo apply them to the modern sphere. The
Tallinn Manual is the simplest axplanation of haw the rules
ore to be opplied to date, but it doss not cover every
problem. When an Al coupled with Lethal weapon
qualifies os the use of force in accordance with law or the
right 1o self-defense should be recognized but the
worldwide panel of expars wag unable to come to a
consensus, The aforementioned instances further
demonsiraie the unclear legal ambiguity surrounding the
applicability of IHL to ndvance warfare,

2, ICRC

For those suffering as o result of war and other violant
evenis, the |CRC provides sofety and aid. According to ifs
mandate and goals, the ICRC is primarily cancerned with
LAWS deployed os tactics ond weopons of war during a
war, as well as the protection offered by intemational
humanitarian law (IHL} egainst their repercussions.

"In times of armed conflict, Aulonomous weapon systams
(AWS) have been used in support of or alongside
traditional weapon systems. AWS moy offer alternatives o
military combat that traditional means or approaches do
not, but they also carry risks.™

Industries, infrastruciures, telecommunications,
transportation, as well as governmental and financial
institutions are just o few examples of the diverse "targets’
that might be disrupted, altered, or destroyed in the real
world. Therefore, the potentiol human cost of LAWS
against essential infrastructure, such as health
infrastructure, is of particular concern to ICRC.

The ICRC's Concerns about Autonomous Weapon
Systems

Weapon systems thal operate autonomously select and
attack targets without human intervention. This suggests
thot the user Isn' in charge of choosing or even
understanding the exact targels, timing, or placee of the
succeeding applications of force ond poses serious issves
from o humanitarion, legal, and ethical perspective.

. The use of autonomous weaponry introduces threats
to people involved in armed conflict, incleding
civilians and fighters, os wall as risks of the conflict
escalating,

. Poses difficulties tor adhering to international law,
especially infernational humanitarian low,
particularly the guidelines far how hostilities should
be conducted to protect civilians.

" Michoel Robinson, Kevin lones, Helge Jonicke; ‘Cyber warfare: lssues and challenges’ (2014)

T id

*ICRC, Imernational Humaniterian Law end Cyber Operafions during Armed Conflicts, (2019)

" |CRC, the Potential Human Cost of Cyber Operations, {2019)
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. Raises important sthical questions for humans by
essentially replocing human judgments about life
and death with sensor, software, and mechanical
systoms,

The application of IHLto LAWS conflict

There is no doubt, according fo the ICRC, that IHL applies
lo and hence msiricts the use of LAWS during armed
conflict, just as it does o the use of any other weapon,
taciic, or technology of worfare in o war, whether it be
modarn or conventional.”™  Stales sign IHL treafies fo
regulote angoing and upcoming conflicts. Assuming that
IHL will apply to them, states hove incorporated
regulations into IHL accords that prepare for the
development of new fools and fechniques of combai.

This conclusion is strangly supported by the 1C)'s *Advisory
Opinien on the Legality of the Threat or Use of Nucleor
Weapons', which stated that the established IHL principles
and regulations that apply in armed conflict apply "to all
forms of worfare and 1o all kinds of weopons,’ which also
include "those of the fulure® . Therefore, this conclusion
‘opplies to the employment of LAWS during armed
conflict'; according to the ICRC,

In scenarios nol coverad by current IHL standards,
combatanis and civilions are protected under the so-called
"martens clause’, which implies they are protected and
guided by fhe principles of international law drawn from
accepted custom, humonitorian values, ond public
conscience.”

Protection provided by the prevailing [HL.

Currently, norms ond guidonce on a voriety of subjects thot
may anse during armed conflict ore provided by IHL
treaties and customnary law. These restrictions ara intended
to profect civilions from the effects of conflicts. A number of
the latest LAWS-ottacks reported in public appear fo have
occurred rather "discriminate’, for example, destruction
caused by harpy & kamikaze drones employed by Russia in
Ukraine. They did not do sa by accident; the ability to
promote anesell must be specifically buill inte such lools,
In oddition, on aoftock on one system could have
unintended conseguences for other structures. As a result,
there is a significant risk that, either purposefully or
unintentionally, lathal weepaon systems won't be created or

utilized 1n line with IHL. ™

Assuming IHL, ‘including the rules of distinction,
proportionality, ond safeguards,' is applicable 1o armed
conflicts; this meons thol, omong other things, under
current law:

|, Itis forbidden to use tools that are indiscriminate and
qualify as weapons™

Il Direct attacks on persons and civilian property are
axpressly prohibited, even when camed oul using
advonced or conventional military techniques”

. It is prohibited fo utilize autonomous weapons or
other fypes of force in acts of violence or threats of
violence with the primary goal of intimidating
civilians.

V. Indiscriminate attacks, which aim solely at persons,
civilian property, ar military targets, are prohibited,

V. 'Disproporfionata aftacks are forbidden, especially
those that employ advance or conventional combot
techniques, Disprogortionate aftacks are those that
are excessiva in relation lo the anlficipaled tangible
and direct military gain and are predicted to cause
acadental human casualties, civilian injuries, civilian
property dumaoge, or o combination of the abave, ™

VI. It is forbidden to employ physical, technological, or
other means of warfare to attack, destroy, eliminote,
or render worthless items required for population
survival, "

VII. During military conflicts, medico services must be
assisted and protected,

Additionally, oll procticable precautions must be token to
shield humans and their property from the impacts of
bottles and other forms of war, a duty that nations should

alreadyfulfill in times of peace.”
How IHL should be applicable

The ICRC in its paper tiled, "Internafional Humanitarian
Low ond Cyker Operations during Armed Conflicts” laid
emphasis on the requirement of discussing how IHL upplies
during cyber warlare because "the interconnected nature
of cyberspace, as well as its lorgely digital noture, present
challenges for the analysis of key IHL principles and
concepts governing hostilities.”

" ICRC, International Humanitarion Law and the Challenges of Contemporary Armed Conflicts, 311C/11/5.1.2, pp, 36-37, (2011]
 Intarnational Court of Justice, Legality of the thraat ar the use of nuclear weapans, Advisery Opinion, Pora. 86, (8 July 1994)
" Ark. 1{2) of Profocol Additional to the Geneva Conventions of 12 August 1949,

" ICRC. "International Humanitanan Low and Cyber Operations during Armed Conflicts”, (2019)

' Rule 71 ICRC Customary IHL Study

" Ar. 48, 51 & 52 of Protacol Additional to the Geneva Conventians of 12 August 1949

* Ark. 51 |2] of Protocol Additionol 1o the Genava Conventions of 12 August 1949

" Ar. 51 {4] of Protocol Additional io the Geneva Conventions of 12 August 194%.

' Ar. 51 (5) (b) & 57 of Protocol Additional to the Geneva Conventions of 12 August 1949

“  An. 14 & 54 of Protocal Additional 1o the Geneva Conventions of 12 August 1949

" Art. 12 of Protocol Additienal to the Geneva Conventions of 12 August 1949; Rule 25, 28 & 29 ICRC Customary IHL Study.
" Ar. 58 of Profocol Additional to the Geneva Convanfions of 12 August 1949; Rule 22-24 ICRC Customory IHL Study

8 "Pragyaan: Journal of Law" Volume 14, lssue 2, December 2024



Therelore, the ICRC request fo all naotions io also
incorporate the principle in armed conflict in which LAWS
are used ot larga extent. The ICRC further urges Siates to
cooperate in order to create a common acknowledgmant
of how IHL rules and principles relote to armed operations.
This is the cose because applying IHL to battled conflictis o
cruciol 1sf step toward prevenfing or greotly reducing fhe
possibility for human suffering.

The ICRC's Recommendations to States for the
Regulation of Autonomous Weapon Systems

Sinca 2015, the International Committes of the Red Cross
(ICRC) has pushed gavernments to sef legally recognized
restrictions on aulenomous weaponry in order fo protect
civilians, uphold international humanitarian law, and
maintain morality, The Intemational Committee of the Red
Cross (ICRC) urges states fo enact new, legally binding
rules to support continuing efforts to create international
limitations on autonomous waapen systems that address
the issuas they present. |n particular:

1. Expressly excluding unpredictoble autonomous
weapon systams should be done so due to their potzntially
indiscriminate consequences. The only way to- do this
would be to outlaw autonomous weapon systems whose
design or usa makes it impossible to fully comprahend,
forecost, and explain how they would behove,

2. In order lo uphold the norms of infernational
humanitarion low for the protection of civilians and
combatants hors da combat, the use of autenomous
weapon systerns to target persons should be prohibited.

Most effective way to do this would be lo outlow
autonomous waapon systems that ore intended for use
ogainst people. The design ond use of autonomous
weapen systams that would nol be prohibifed should be
regulated, including through o combination of;

*  Restricions on the cotegories of fargels, such as
limiting them fo things that are innately military objectives.

«  Limitations on the breadth, duration, ond size of use,
os well os the obility for human [udgement and conirol in
respect to a particular attock.

+  Restrictions on the circumstances in which they moy be
used, such as limiting tham to absence of civiliuns or
civilian objects.

= Conditions for elficien! human menitering prompt
hurman intarvention, and fimely shutdown of the machine,
The International Commitiee of the Red Cross (ICRC)
supports effors made in the Convention on Certain
Conventional Weapens 1o reach agreement on
componants of o normative and operational framawerk,

os well as other efforts made by States to astablish
intarational restrictions on outonomous weapon systems
tho! aim fo odequately address issves raised by these
weapons.Given how quickly technology and applications
lor autonomous weapon systems ore developing, it is
essential that interational agreements on boundaries be
made. These constraints may also include shared policy
norms and good praclice recommendations, which can be
complimentary and mutually reinforced, in addition 1o new
legislative regulations.In arder to achieve this, the ICRC is
prepared fo cooperate with parfinent pories af the
national and international levels, including representatives
of governments, armed forces, the scientific and technical
community, and industry, os long os it lalls within the
purview of its mandate and areos of expertise. ™

CONCLUSION

After being initially octivated or lounched by o person, an
autonomous weapon system self-initiates or frigaers
sirike in response to information from the environment
gatherad by sensors and on the basie of a generic "orget
profile’. This implies that the user is not in coniral of
selacting ar even knowing the precise targets, timing, or
lacation of the ensuing opplications of force. Civilians ore
at danger whan LAWS are used as a weapon or mefhod of
warfare in @ war In order to saleguard citizens and
architecture, It is cruciol to understand that these actions
do not accur in a legal vacuum. Therefore, it is important
for all notion states to ogree that IHL should be in effect
during warfima. |HL must be opplied to lathal attacks
during armed conflict, but this must be mode cleor
because doing so encourages militarization of Al rother
than denying the legifimacy of Al in warlars. In actuality,
IHL restncis the militonzotion of virual space by preventing
the development of military grade Al capabilities that
would be illagal.”™

At the some time, furlher discussion was thought to be
necassary, especially betwsen nafion states, "on how IHL
should be understood and opplied in wartime.® Such o
dinlogue is cruciol and urgent because nafion stotes must
maks sure that their use of Al ar technological capabilities,
whether it is defensively or offensively, complies with their
obligafions under intemnational humanitarion low (IHL)."

States must analyze whether current low is acceptable and
sufficient fo tackle the challenges brought on by tha inter-
connectadness of technology and military capabilities, or
whether it needs to be modified fo account for those
spacific qualities. New laws must build upon and reinforce
the existing legal framework, which includes IHL, if they are
to protect citizens from the impacts of war ar for other
purposes.

™ ICRC Position on Autenomous Weapen Systems; ICRC, [12th Moy 2021)
" Ar. 36 of Protocol Additional to the Geneva Conventions of 12 August 1949; Rule 70 & 71 ICRC Customary HL Study
“ICRC, “International humanitarion low ond the challenges of contemporary ormed conflicis’, (2019}
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International Trade Law in Transition: Modern Challenges and
Global Perspectives

Dr. Abhishek Dubey'

ABSTRACT

international frade law supports global business by enabling cross-border commerce ond 2conomic integration. However,
this legal sector foces unprecedented challenges in the rapidly changing global world. Increased geopalitical tensions,
regional trade imbalonces, and the chonge from old trode models to fechnology-drnven commerce have greatly impacted
international frade regulations. This ardicle examines current international trade law issues and global perspectives on its

growth.

The rise of protactionism, frada wars, and the decline of multilateral organisations like the WTO® are analysed. The popaer
emphasises how regional trade ogreements and plurilateral discussions have changed global frade governance. Digital
trace and e-commerce affect trade lows, underlining the nesd for flexible legal frumawarks to manage data privacy,
cybersecurity, ond digital taxafion,

The study explores climate change and sustainability issues at the intersection of international frade law and environmentol
legislation. If anolyses how green subsidies, carbon border laxes, and sustainable development goals offect trade policy.
The paper proposes modernising interational trade law fo address these complicated issues,

This study compares different jyrisdictions like the EU, US, and developing nations io these frends. To keep infernational
trade law fair, efficient, ond relevant in a globalised sociely, teamwaork, dispute resolution, and technology are needed.

This examination illuminates the futurs of international trade low and its role in global commarcs.
Keywords: International Trade Law, WTO, Digital Trade, Regional Agreements, Sustainability

World Trade Orgenisation (WTO) and regional trade
ogreements have shaped International frode lows.

Introduction
Infernafional trade law supports the global economy by

requlating cross-bardar trade far stability, predictability,
and justice. Trade relations ore governed by narms,
principles, ond ogreements that balonce economic
progress with national and global interests”. This article
discusses international trade law's role in global economic
shifts and its current difficulties.

Infernational commerce is crucial to the global ecanomy in
the globalisation period, generating new possibiliies and
difficulties. for governments, corporafions, and legal
systems’, The rise of global commerce hos complicated
nationol and international legal systems, moking
international trade law dynamic and frequently
controversial, Naotions must manoges notional laws,
infernational treaties, and commercial ogreements while
transacting across bordars, Over the last fow decades, the

Notional soversignty ond globol governonce ore key
concerns’ in internofionol frade law, os governments
struggle to comply with international standurds while
protecting local interests. These concemns include frode
dispute enforcement, 1P nghts, trade sanctions, and
environmental rastrictions .

Trode and international agreements are more important as
economies grow more infegrated,

Digital und e-commerca demand internafional trade low
vpdates and medifications. Cybersecurity, privocy, and
cross-bordar dota flows in the digital economy demand
legislative adaption. International trade law ie changing
due to Brext, US-Chino trode disputes, and rising
markets.”

' MA LM, Ph.D. (Law), Assistant Professar - Law, Amily University, Paing, Bihar - 801503, India, abhishekdubeyindin@gmall com

refrieved on 20 Janvary, 2025,

Waorld Trade Organizotion. (2021) Word trade sletistical review 2021, WTO Publications, Relrieved fram hitps /fwww.wio org lust

Baldwin, R. {2016, The great convergence: Infarmation technology and the new alobolization. Harvard University Press,
Bhogwoti, J. N, (2002). Free trode todoy, Princeton Unisersity Prass.

1. Bhogwati, In Defense of Globalizotion {Oxdord Univarsity Prass 2004},
) R. 8. Porter, Intemnational Trode Low and Policy (West Acodemic 2020)
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International trade law faces major problems foday, and
this paper examines how legal concepts and institutions
adap! to the fasi-changing global trade context. It will also
discuss how changing tachnology and geopolitics affect
internafional trode norms and propose medificalions to
solve new concerns.

Framework of International Trade Law

Cross-border trode is regulated by o complicoted
framework of international trade low, It addresses faxes,
trade obstocles, dispute resolution, and intellectual
property while focilitoting inteational commerce in
products, services, ond capital, International trads law is
founded on freaties, conventions, ond agreemeants that
harmonise legal <landords and seftle national-
internatienal legal prablems. Multilateral accords,
regional trode ogreements, ond nofional trade laws
conirol global commarce in a delicate balonce '

International trade low relies on the Werld Trade
Organisatien (WTO) o negofiate trade agreements and
resolve disputes. Since 1995, the WTO has been the main
international trade regulator, raplacing the GATT. Non-
discrimination, transparency, ond fair competition are the
WTO's key principles to promote seamless and equitable
cross-border commerce. Resolving trade disputes between
WTO members relies on the DSU.

Regional trade agreements (RTAs) have grown alongside
the WTO in recent decades. Counlries in some regions can
negotiale frode arrangements outsids the WTO thraugh
ogreamenis like the EU ond NAFTA [now USMCA)'.
Environmental, labour, and intalleciual property
requirements ore commonly addressed in these accords.
Due fo digital trada, new laws have been created to handle
doto privacy, e-commerce, ond cyber security.
International trade law must adapt to a fast-changing
global market as tachnology sdvances,

2.1 Historical Evolution

Since the 1947 GATT ond 1995 WTO, international trade
law hos changed dromatically’, These instiutions

promoted trade liberalisation, reduced tariffs, and
resolved frade disputes thraugh rules .

International commerce low onginoted in mediaeval fimes
when merchants ocross areas used customary rules to
control trode. The Renaissance in the 16th century
formalised commercial low os maritime trade routes and
caolonial empires expanded. Siate commercial inferactions
and conflicts were governed by early agreements such
Treaties of Peaca and Commerce. The Gold Standard and
frade libernlisation policies of the 1%th century gove rise to
contemporary internatianel frade law'' .

Intermational trade connections ware used to restore the
aglobal economy following World War Il The 1947
General Agreament on Tariffs and Trade (GATT) reduced
tarifls and other trade obstocles to pramate worldwide
economic cooperation. This led to the 1995 formation of
the Warld Trade Organisation (WTQ), which reploced
GATT as the main international trade regulater”

Regional trade agreements (RTAs} like the EU and NAFTA
addressed more porficular trode problems including
environmentol safeguards, labour rights, and ntellectual
properiy, shaping infemational trade law. Integration of
digital trade and regulation of cross-border data flows
continue to evolve tha area' .

2.2 Role of the WTO

The WTO helped creote a multilateral trade system bosed
on non-discrimination, transparency, and reciprocity. lts
dispute resolution process enforces frade ogreements and
rasalves irade disputes.

The World Trade Organisotion (WTO) negotiates trade
agreemants, monitors compliance, and resolves dispules
to regulote international commarce, The 1995-founded
WTO promotes trode liberalisation, tariff reduction, and
non-tariff obstacles to improve global economic
cooperation”,

The WTO's Dispute Seftlement Mechanism (DSM)
effectively resolves trade disputes by encouraging member
nations to follow regulations. The WTO promotes a rules-
based international trading system by addressing
intellectual property, environmental standards, and frade
facilitation’".

Hosekmari, B. M., & Kostecki, M. M. (20079}, The politicol aconemy of the world trading systern: The WTO and beyond |3rd ed.).

Oxlord University Prass.

Rodrik, O. (2018). Straight talk en trade: Ideas for o sane world econamy. Princetan University Press

' WTO. (2020}. E-commerce in the WTO: Key isswes and trends. Warld Trade Orgonizotion.
" Krugman, P R, & Obatleid, M, (2022). Intemational ecanomics: Theory and policy (12th ed.). Pearson.

R. A Posner, the Ecanomics of Intemational Low {Harvard Univessity Press 2008}

" United Notions Conferance an Trade and Developmant (UNCTADY, (2022). Digital sconomy report 2022 Cross-border data flows and
development. United Nations, Relrieved from hiips:/functad,ora Last accessed on 21t January, 2025,

* B R, Krugmon, Intemational Economics: Theary ond Policy (Peorson 2018),
"B Van den Bossche, The Low and Palicy of the World Tmade Qrganization (Cambridge University Prass 2017,
" Van den Bossche, P, & Zdouc, W, (2021). The law and policy of the Warld Trade Oranization: Ted, coses, and molenols (5ih ed )

Cambridga University Prass,
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3. Contemporary Issues in International Trade
Law

3.1 Rise of Protectionism

Countries adopting fariffs, trade obstacles, and subsidies
to preserve domestic sectors have resurfaced as a maojor
issue, The U.S -China trade war disrupted glabal supply
chains and questioned WTO rules' ability to resolve such
conflicts.

Protectionism in internafional trade law has retured,
signalling a trend away from free trade and
multilateralism, Due to employment losses, inequality, and
national security concerns, countriss are embracing
protectionist measures, Tarilfs, impont restrictions, and
local industry subsidies protect national economies from
international compelition. In the U.5.-China trade war,
President Donald Trump imposed high tariffs on Chinese
imports.

Protectionism contradicts the World Trade Organisation
(WTO)'s goals of global trade liberalisation and rules-
based dispute resolulion. Proteclionist aMfitude might
dastabilise the globol commercinl ordar, causing trode
waors and breaking multilateral accords. This tendency has
also incrensed regional trade agreements (RTAs), which
moy fracture globol commercial links.
Case Study: The US-China Trade War and Its Legal
Implications
Background
The US-China Irade war, which escaluted between 2018
and 2021, was one of the most significant disruptions to
international trade in recent history. It involved fhe
imposilion of taritfs on billions of dollars’ worth of goods,
intellectual property disputes, and ollegations of untair
trade practices.

Legal Issues Invelved

1. World Trade Orgonization (WTO) Rules Violation:
Both the US and China filed complaints against each
other at the WTO, accusing each other of unfair trade
practices, The US imposed tariffs under Section 301
of the Trade Act of 1974, which China claimed
violoted WTO agreements.

2.  Intellectual Property Rights (IPR) Disputes: The US
accused China of forced technology transfers and
intellectual property thelt, citing concarns under the
Trade-Related Aspects of Infellectual Property Righis
(TRIPS) Agraament.

3. National Security vs. Trade Liberalization: The LS
used nafional securily concarns under Section 232 of

the Trade Expunsion Acl of 1962 to justify restrictions
on Chinase telecom companies like Huawe, leading
to broader concerns abaut trade protectionism,
Global Implications
Eftect on WTO Dispute Settlement Mechonism: The
dispute challenged the credibility of WTO's dispute
resolution system, especially after the US blocked
appointments to the Appellate Body,
Impact on Supply Chains: The frade war led fo the
restructuring of global supply chains, with companies
relocoting manufacturing to countries like Vietnam and
India.

Economic Consequences: Both economies foced
slowdowns, with torifs incressing costs for businesses and
consumers worldwide.

Lessons for International Trade Low
+ The cose highlights the need for WTO reforms 1o
addrass modarn trada disputss.

» It amphasizes the lension betwean nafional security
concems ond fres trade principles.

» |t underscores the importance of a fair dispule
resalution mechanism in global frode.

3.2 Digital Trade and E-Commaerce

Laws have not kapt pace with digital trade and e-
commerce, New trode lows are needed to control the
digital economy dus to dota localisation, cross-border
duta flows, ond cyber security,

3.2 Digital Trade and E-Commerce

Digital trade and e-commearce are major challenges in
intfernational trade law due to the fost growth of internet-
based transactions and cross-border data llews. Online
retoil, cloud computing, digital services, and doto onalyfics
are examples of digital trade. E-commerce has
revolutionised frade by allowing firms and consumers to
fransact ocross borders.

Regulating digital trade within WTQ accords is difficult .
Cross-border dato franslers, cyber security, and privocy
concarns are not addressed by current rules”’.

Some couniries prioritise data localisation, while others
promote open data ond digital marketplaces.

The WTO and regional agreements are incorporating
rules that encourage digitul commerce while balancing
data privocy, intellectual property, and trode security
issues . To promete foir and safe digitol commerce across
borders, International trade low must advance with
technology.

ackson, | H {19%7] The World Trade Organization: Conshitubion and jurisprudence. Royal Insttule of Intermatbional Affairs.
M_ 5. Moor, Regulofing Digitel Trada: WTO orid Beyond (Cambridge University Prass 2021).
! R. A Hillman, the WTO and the Digital Economy (Oxford University Press 2019).
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3.3 Climate Change and Trade

Climate change complicates trade low. Environmental
initiatives like carbon border adjustment systems have
prompted questions regording 'WTO compatibility and
theirimpact on poor nations.

Climate change and international frade are major issues,
threatening world trade. commerce practices craate and
affect climate chonge becouse industries worldwide amit
carbon and climatic events impoair commerce' . The Paris
Agreement and other global climate change accords have
affected trode policies, encouraging governments to
embrace green trade practices. Sustainable products and
carbon-infansive commedities regulation may lead o
carbon border adjustment mechanisms [CBAMs) ond
other environmeniol trade restrictions.

These ragulofions minimise emissions ond promoie
enviranmental responsibility, elthough trode
discrimination and protectionism are issues. Some nations
contend that CBAMs may disproportionotely harm
emerging economies, limifing their market access. Others
argue that trade must connect with climate gosls fo
develep o green economy and reduce long-term climate
change ™.

International frade low must bolonce environmental
profection with economic liberalisation to make climate
change policies effective and consistent with trade
agreemens, especially the WTO. This balancing effort will
be critical in the future decades as climate change changes
glebal trade ™',

Case Study: The European Union's Carbon Border
Adjustment Mechanism (CBAM) and Its Legal
Challenges

Background

In 2023, the European Union [EU) implemented the
Carbon Border Adjustment Machonism (CBAM) as part of
its Grean Deal initiotive. CBAM imposes a carbon tax on
imported goods such os sizel, cement, and aluminum from
countries with weaker environmental regulations.

Legal Issues Involved

1.  Compatibility with WTO Rules; CBAM faces scrufing
under the Generol Agreement on Toriffs and Trode
{GATT), os it may be seen os discriminatory against
non-EU producars,

Z. Sovereignly ond Exiraterritoriolity Concerns:
Counfries like India, China, and Russia have

challanged CBAM, urguing that it unfoirly imposes
EU environmental palicies on non-EU notions.

3. Developing Nations' Perspective: CBAM
disproportionately affects devsloping =conomies,
raising guestions about its alignment with the
principle ol Cemmon but Dillerentioted
Responsibilities (CBDR) wunder internotional
environmental law.

Global Implications

Trade Disruptions: Exporters fa the EU must adapt to new
regulatory frameworks, increasing compliance costs,

Climate Change ond Trode Policy Infersections: CBAM sets
a precedent for integrating climate policies into 1rode
regulations, potentially leading to similar policies in other
regions.

Diplomatic and Legal Challengas: Countries affected by
CBAM are considering WTO disputes ond frade retaliation
MEeasures.

Lessons for International Trade Law

= CBAM highlights the growing intersection of tode
and environmental low.

* It demonstrates the nesd for clearer WTO guidslines
on environmental frade measures.

« It underscores the challenge of baloncing economic
development with climate change policies.

3.4 Geopolitical Tensions

Geopolitical conflicts have impocied trade ties, with
nafions employing frade measures os instruments of
foraign policy, Sanctions, trada embargoes, and economic
dacoupling have underscored the nexus betwesn
commerce and nofional security .

Geopoliticol conflicts hove emerged os o prominent
current concern in inteérnational frade law, as evelving
global power dynamics influence trade fies and economic
policy. Trode disputes omong maojor economies,
exemplified by the U.5.-Chino trade war, have escalated in
recent years, resulling in increased tarifls, trade barriers,
and the disruption of existing supply networks ™',

These difficulties impact not just bilaterol relations but also
have wider romifications tor the global trode system,

frequently hindering mulfilateral agreements under the
World Trade Organisation (WTO).

Geopolitical instability exucarbales opprehensions
ragarding national security and economic soversignty,

3 B B, Porer, International Trade Low and Palicy (West Academic 2020).

. Matao, A, & Subramanion, A, (2021). Green trade policy and the WTO, Werd Bank Reseorch Obssrver, 3601, 1-24

. T Cothier, Intemotionol Trode and Climate Changs: A Guide to WTO Low and Palicy (Combrdae University Press 2015)
- Tiatie; €., & Broude, T. (2020). Handbook of internofional frode low. Springer

- 1. Bhagwati, In Datense of Giobalization (Qxdord Univessity Press 2004).
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prompling nations lo progressively implement
protectionist policies in crifical industries such as
technology and energy. The Brexit situation illustrates how
geopolitical occurrences can modity frade dynomics and

kLl

generote new abstacles for international accords ™,

Trade law must evolve to accommodata the current
geopolitical landscope, guorantssing that lega!
framewarks remoin robust and adept of resolving conflicts
sternming from pawer disparities ond changing allionces
inthe global context .

4. Regional Trade Agreements (RTAs)

Regional trode agreements (RTAs) have emerged os o
significant ospect of the globol trode envirenment,
indicating the increasing tendency of nations to pursue
further economic infegration ot the regional scale.
Agreaments like the Europsan Union (EU), North
American Free Trode Agreement (NAFTA) (now USMCA),
and the Comprahensive and Progressiva Agresment for
Trans-Pacific Partnership (CPTPP) typically ental more
profound trade collaboration than that attained through
multilateral ogreements undar the World Trade
Organisotion (WTO) ™.

Regional Trade Agreements [RTAs) seek to diminish trade
obstocles among member nations, abolish tariffs, ond
standardise regulatery frameworks,

A primary benefit of RTAs is their capacity fo tockle region-
specilic lrade chollenges and prospects that may be
overlooked by global trode regulations. The EU has
included several policies beyond srade, including lobour
mobility and environmental rules, 1o estoblish o single
market ',

Nonetheless, RTAs posa concerns, including the possibility
of irade diversion where commerce is redirecied from non-
member nafions ond the threat of fostering o tragmented
global trading system, since they may weaken the WTO's
multilaterel framework ™.

Notwithstanding these obstocles, RTAs significantly
influence modern trade low by promoting econemic
collaboration among countries with common interests,
and they frequently act os profoiypes for broader
multiloteral accards.

4.1 Growth of RTAs

The expansion of RTAs has enhanced the multilateral
trading system by addressing regionul trade objectives and
promoting economic integration, Notable instances are
the Comprehensive and Progressive Agreement for Trans-
Pacific Partnership (CPTPP) and the Alfrican Confinental
Free Trade Area (AMCFTA) .

4.2 Challenges with RTAs

Although RTAs provide flexibility, they can resuli in
overlopping obligations ond discrepancies with WTO
regulations, The "spaoghetti bowl" phenomenon of several
trade agreements affects global trade governance,

Regional trodeé ogreements (RTAs) pose several issues,
chisfly with trade diversion and tha fragmentation of the
globaol trading system. Although Regional commerce
Agreements facilitate economic infegration omong
member nalions, they moy marginalise non-member
countries, thaerefare diminishing the efficiency ot glabal
commerce’ . Regional Trade Agreements can generate
intricate regulatory frameworks due to varying stondards,
complicating the navigation of different trode regulations
far enterprises. Moreover, Regional Trade Agreements
{RTAs) may compromise the World Trade Organisation
(WTO) framework, since their emphosis on regional
mattars might restrict the overarching goals of multilateral
trade liberalisation, '

5. Legal Implications of Emerging
Technologies

The swift advancement of new technologies, including
arificial intelligence (Al}, blockchain, big dote, and
automation, hos presented significont legal difficulties
within international trade law. These technologies, albsit
providing considerable economic and societal
advantoges, pase new legal challenges including
intellectuol property rights, dota privacy, cybersecurity, and
transnational data transfers,

A significant legal ospedt is the regulation of infellectual
property (IP) in a context characterised by un extraordinary
rate of innovafion. Conventional infellectual property
rules, including those regulating potenis, copyrights, and
trodemarks, frequantly fail to adopt 1o the ropid
progression of technology, particulorly in domains such os

“ €. R Trokman, International Trade Low [Qxlord University Press 2020).

- Gao, H. {2018). Digital trode ond WTO reform. Joumal ol Infemational Economic Low, 21(4), 655-682.

* PR Krugman, Intematienal Ecenomicy: Theory and Policy (Pearsan 2018,

; R. B. Porter, Intarnational Trade Law and Policy [West Academic 2020),

" Coftier, T, & Owsch, M, [2005). International trade regulation: Low and palicy in the WTO, the Eurapean Union, and Swizerland,

Cameron May.

Uneversity Press.

Lester, 5., Mercurio, B., & Bartels, L, (2018). Biloteral and regional frade agreements: Commentory and analysis 2nd ed ), Cambridge

N UNCTAD (2021). Trode and davelopmant raport 2021 From mcovery 1a resilience. Unifed Nafions
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software development, ariificial intelligence olgorithms,
and digital products. The World Infellactual Property
Organisation (WIPO] hos endeavoured to modify its
framework fo tackla these emerging difficulties; yet, the
international legal environment confinues to be
fragmented *,

A eritical concern is the transnotional movement of dote,
which is essenfiol to several future technolagies. Data
prateciion legislation, including the Gengral Data
Protection Regulotion (GOPR) in the Evropaan Union, aim
to tackle privacy issues” The vorlous regulatory
frameworks across counfries impede the worldwide
transmission of dota and obstruct fechnological pregress.
Couniries such as China and the United Siaies have
implementad divergent strategies regarding data
localisation, resulting in possible disputes within
intarnational frode ag reements’

Emerging fechnologies olso pase enquiries on liobility ond
accountability, especially in orificial intelligence and
outonomous  systems. As Al increasingly ossumes
autonomy In decision-making, ombiguity arises over
accountability for its actions, particularly in inslances of
accidents or errars impocting international trade ™.

In light of these problams, international trade law and
entities such as the World Trode Organisation (WTO) must
evolve and establish new regulations to align with ihe
chonging technological environment, ensuring that lagal
structures foster innovation while safeguarding public
interests

5.1 Artificial Intelligence and Automation

Innovative fechnologies like artificial intelligence (Al} ond
outomation hove transformed global supply networks.
Trade legislation must confrent problems with intellectual
property, labour displacement, and ethical implications of
technological use.

5.2 Blockchain in Trade

Blockchain technology possesses the copacity fo improve
transparency and efficiency in frode paperwork and supply
chain management. Legal framewerks must evolve to
guarantee interoperability and tackle data privacy issues.

6. Sustainability and Trade

The incorporation of sustainobility inte infernational frade
law has gained signilicance as the global community

confronts environmentual issves including climate change
and resource depletion. Sustainable trode proctices seek
to harmonise ecanomic development with environmental
conservation by advocafing for the exchange of eco-
friendly products and green technology while mitigafing
detrimental behoviours. This enfails Integrating
environmental requiremenls into frode ogreemants,
including carbon border adjustments and sustainability
provisions. International entitiss such as the World Trade
Organisation (WTO) and regional rade organisations are
striving to harmonise trade liberalisotion with sustainable
development objectives, ensuring that economic
endeavours do not jeapardise future generations’ capacity
totulfil theirneeds ™

6.1 Sustainable Development Goals (SDGs)

International trade plays a crifical role in achieving the
United Notions SDGs by promoting economic growth,
reducing ineguality, and ensuring sustainable
consumption and praduction patterns,

6.2 Environmental Trade Measures

Traods measures designed for environmental protection,
like eco-labeling ond renewable energy subsidies, are
subject e examination under WTO regulations, Achieving
squillbrium between economic liberalisotion ond
environmental susfoinability is crucial.

7. Future Directions and Reforms

As global commerce evolves in response fo increasing
issues, future developments In international trade law will
likely entail more integration of sustuinability, digital irade,
and fair economic policy. Essentiol changes maoy
concentrate on mitigating the escalating conflict between
trade liberalisation ond environmental consarvation,
guaranieeing that infernational trade regulotions align
with the United Nations' Sustainable Development Goals
(SDGs). Future rode agreements moy have enhanced
environmentol clouses, carbon levies, ond incentives for
green technology 1o synchronise trade praclices with
climate goals “,

Furtharmora, the emergence of digital commerce
necessitates reforms to regulate crass-border data flaws,
cybersecurity, and intellectual property in o digital context.
Data privacy regulations ond digital trade frameworks will
be essential to enable secure and efficient global e-

\ 2 A. David, Technology and the Law: A Guide lo Emeraing lssuss (Oxlord University Prass 2021]

= Sachs, J, 0. [2019). Climate change and trade: Palicy perspectves. Science, 365(6459), 255-256,

= B A Hillmon, Intemational Trade and Technology [Cambridge University Press 2019).

- Hillman, L A. (2018), Three appraaches lo fxing tha WTD\w201%s Appallote Body: The goed, the bad, and the ugly? Gaeorgetown

Journal of Intemotonal Low, 49{4), 789-811.

- Lester, 5. (2020}. Reforming the WTO: Proposels and perspectives. Infemational Trade Journal, 34(5), 10-29.
" P A. David, Tachnalogy and the Low: A Guide to Emeraging lssues (Oxford University Prass 2021)
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commerce. The proliferation of blockchain technology
may need the development of new legal frameworks 1o
enable fransparent and sate international fransactions .

To achieve equilable glabal trade, changes must prioritise
mitigating inequality in poorer nations by lowering trade
barriers, facilitating technology transfer, and enhancing
occess fo foreign markeis. Enhancing the World Trade
Crgamsation (WTO)] and other multilateral erganisations
is essentiol for creating fair ond flexible regulations thot
oddress the demands of an evolving global economy.

7.1 Reforming the WTO

To maointain relevance; the WTQO must confront its
institutional obstacles, including the paralysis of the
Appellate Body and the necessity for revised trade
regulations concerning infernet commerce and
environmental matters,

Retorming the World Trade Orgomisation (WTO) has
emerged os o pivotal ssue in current diclogues: on
international trade law, especially as the organisation has
mounting difficulties in adjusting to the swiflly changing
global economy™ , Founded in 1995, tha WTO's principal
ohjective is to fociltate the efficient operofion of
intarnational commerce through dispute resalution, tariff
reduction, and the premotion of trode liberalisation.
Nonetheless, the efficacy ol the WTO has been
compramised In recent years owing to several factors,
including the emargence of profectionism, its failure to
tackle contemporary trade difficulties like digital
commerce, and the stalemate in the Doha Development
Round.

Akey need for change is o enhance the dispute resolution
mechanism, which has under significant pressura,
especially following the U.S. obstruction of judicial
nominations to the Appellate Body. The WTO now lacks @
tully operafional dispute settlement process, prompting
appreheansions over the organization's ability to enforce ils
regulatians. Reforms may entail amending the governance
framework, promoting more inclusive decision-making,
and ougmanting the orgonization's copecity fo oddress
global trude chollenges.

The WTQO must also update its strategy for emerging
challenges, like digital commerce, climate change; ond
sustainability, This may invalve lormulating more explicit
regulations on cross-border data transfers, sofeguarding
intellectual property in the digital ero, and incorperating
environmentally sustaincble ftroding proctices, It s
essential to oddress the proliferation of regional trode
agreements (RTAs) and ensure their alignment with the

multilateral fromework of the WTO to maintoin global
trade cohesiveness,

Refarming the WTO is crucial for preserving its significance
in o changing global trode londscope, encbling it fo
slfectively tackle contemporary difficulties and offer foir
solutions for member nations.

7.2 Enhancing Trade Governance

Global trode governance must prioritise inclusion,
quarantesing that developing and lsast-developed
notions [LDCs) porticipote in the formulation of trade
policy. Capacily-building programs and technical sypport
can enoble these nofions to engoge successtully in global
commerce.,

Improving frode governance necessitates fortifying
infernational  institutions  such as the World Trade
Organisation (WTO) while tackling growing alobal issues
include digital commerce, sustainability, and climate
change. Effective govemance needs more explicit legal
frameworks, especially in emerging domains such as data
privocy ond sustainoble commerce. Furthermore,
enhancing openness, odvocating for inclusive trade
policies, and guaranteeing improved enforcement
meachanisms will be essential for aftaining mare fair and
afficient global trading systems,

8. Conclusion

Internotional frade low must odapt to confront the complex
issues of the 215t century. As globalisation fransforms the
global economy, legal frameworks requlating trade must
evolve to reflect new reoliies and guarantee equal
parficipation for all nations. Intemational frode low may
effectively handle complex challenges, such as sconomic
injustice and climate chonge, by odapting fo evolving
trends and fostering inclusion. Ongoing research and
global collaboration will be essential for progressing this
evolving domoin and maintaining its significonce in a
linked sociaty.

The dynamic realm of international trade law encounters
several modern issues. Protactionism has resurfaced as a
prominent toncern, with several nations implementing
policies thot favour home businesses 1o the defriment of
international frade standards. Trade wars and tariff
contlicts, especiolly omong significont economic
countries, have disrupted supply chains ond weokened the
multilateral trade system. Geopolitical tensions intensity
these Issues, as trode is increasingly employad aos o
mechanism ol economic diplomacy ond geopoalitical
rivalry, These trends underscare the pressing necessity lor

" R. B. Porter, International Trade Low and Palicy [West Acodemic 2020)
" Bown, C. P (2019]. The US-China trode wor ond phase one ogreement. Joumal of Policy Modeling, 41(3), 515-525.
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international trode legislation fo reconcile national
interasts with global economic stability.

A significant problem is the emergance of digital trade and
the axpansion of e-commerce. Digital fechnelogies hove
revolutionised global trade, generated new opportunities
but also presented infricate legal challenges. Concerns
like data privacy, cybersecurity, cross-border data flows,
and digital toxes necessitate revised legislative frameworks
o guarantee equitable competition and sofeguard the
interests of cansumers and enterprises. The absence of o
comprehensive globaol regulatory framework tor digital
frade has resulted in legal difficulties, requiring concerted
afforts among governments to fermulate clear and
enfarceabla regulations in this area,

Climate change and susiainability are prominent
problems in modemn trade law. The convergencs of
environmental reguloticns and international commerce
has goined prominence, as nations endeavour lo
reconcile economic developmant with ecological
preservation. The incorporation of graen subsidies, carbon
border taxes, ond sustainable development objectives into
trade policy signifies an increasing acknowledgement of
the necessity for ecolagically responsible trading practicas.
Nanetheless, these policies have incited conllicts over their
alignment with current trode regulations, highlighting the
necessity for legal revisions thol reconcile trade and
environmental goals.

The Waorld commerce Organisation (WTQ) is pivatal in
gaverning infernationnl commarce; yet, its sfficacy hos
been scrutinised in recent years. The WTO's dispufe
safflement process, ance seen as a fundamental element
ot global trade governance, hos encountered substantial
difficulties, notably the paralysis of lis Appellate Body.
Reforming the WTO is crucial to re-estoblish its
significance and enhance its ability fo govern the changing
alobal trade environment,

The future of intarnational trade low Is developing more
inclusive and efficient insfitutions fo fackle these evolving
difficulties. Improving international collaboration is
essentiol for resolving legal uncertainties in new oreas and
promoting multilaterclism. Coordinated efforls are
essential to develop global standards for digital trade and
to solve concerns reloted to arificial intelligence,
blockchain, and other new technologies. It is equally
crucial 1o ensure that emeraing nations and small firms are
enobled fo engage fully in the global trading system.
International trade law may enhance a more resilient and
equitable global sconomy by connecting trode policy with
sustainability and equality objectives.
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Environmental Degradation and Health Crisis in Palestine:
Unpacking the Synergistic Impacts of Armed Conflict

Dr. Mohommad Haroon
Dr. Faizanur Rahman

ABSTRACT

The prolonged conflict in Palestine has coused significant horm 1o the environment and posed senous risks to public health.
This study explores the lasting effects of armed conflict on environmental condifions ond the well-being of communities in
Palestine. It examines how pollutants such as heavy metols and residuss from sxplasives have impacted soil, water, and air
guality. The analysie identifies strong links between cenflict-related activities ond environmental contamination, os well ce
increased incidences of health issues, including respiratery illnesses, cancer, and psychological disarders. Vulnerable
populations, particularly children, women, ond refugees, ore found to foce disproportionate challenges. The findings
emphasize the pressing need for coordinated remediation efforts; policy changes, and international support fo oddress
conflict's environmental and health consequences. This research confributes valuohble Insights into the broader discussion
of wars impacts on ecosystams and public health, underscoring the necessity of sustainable recovery and peacebullding

initiatives,

Key Words: Armed Conflict, Environmental contamination, Pollution from warfare Public health risks, Palestine

1. Introduction

The ongoing conflict between Russia and Ukraine
represents a crifical threat 1o global peace, security, and
international cooparation, Similarly, in the Middle East,
{ensions between lsrael ond groups such os Homos,
Hezbollah, and the Houthis have created significant risks
ta human life, liberty, dignity, and security. The escalating
violence has overwhelmasd the copocity of the United
Nations and ils associated agencies to effectively address
the crisis, leading 1o o severe humanitarian emergency in
the region. The region now foces on unprecedented
hunger crisis, compounded by extensive loss. of life,
diminished human wall-being, ond savera environmental
degradotion. The armed conflict in Goza has coused long-
lasting impacts on bath public health and the anvironment,
Evidence indicates a strong link betwaen the intensity of the
conflict ond environmental contamination, with increosed
cases of respirotory illnesses, cancer, and mental health
chollenges among aftected populations.

2. Historical Overview of the Conflict in
Palestine

Understanding the ongaing conflict in Palestine requires
examining the historical and geopolitical complesities of
the Middle East. The Palestinian region has long been a
cenier of conienfion, with various empires and powers
struggling for dominance. The madern canflict stems from
multiple issues, including the Israeli accupation of the West
Bank and Goza Strip, disputes over lerusalem’s status,
Israali setlements, borders, security concemns, woler
resources, restrictions on Palestinion movemant, and the

nght of return for Palestinian refugees,

The roots of the conflict con be traced 1o the late 19t
century with the emergence of Zionism and an increose in
Jewish immigrotion to Palesting, which wos under
Ofloman rule at the tima. Following World War- |, the
British fook control of the region ond issued the Balfour
Declaration in 1917, supporling the establishment of o
homeland for the Jewish people. This decision intensified
tensions between the Arob ond Jewish populotions,
leading to frequent violence.

In 1948, the declaration of lsrael's independencs sporked
the Arab-lsraeli War, resuling in the displacement of
hundreds of thousands of Palestinians and the beginning
of a protracted refugee crisis. The situation worsened in
1947 during the Six-Day War, when lsrael occupied the
Gaza Strip and West Bank, initiating a military presence
that persists to this day.

The late 20th century saw key avents, such os the First
Intifada (1987-1993), marked by widespread Palestinion
protests, and the Oslo Accords in 1993, which sought to
craote o framawork for peace but fall short of rasolving
core disputes. The Second Inhfoda (2000-2005) reignited
vielence, while subsequent conflicts in Gaza (2008-2009,
2012,2014, and 2021) further exacerbated suffering and
instability,

At present, the conflici remains unresolved, with critical
issues like lsroeli setlements, territorial borders, ond
Jerusalem's status: fueling tensions. Guozo faces severs
humanitarian challenges, while the West Bank endures
ongoing occupation and ferrtoriol division. Despite

*Assistan! Prolessar, HM. U, Hashmi College of Law, Amroha {ULF)
**Prolessor; Faculty of Law, Jomio Millia dlamia, New Delhi
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numerous internafional offempts, a lasting resolution
remains elusive, with the vision of a twa-state solution yet to
be realized.

In a recent devalopmant, the Intarational Court of Justice
(IC)] issued a non-binding advisory opinion on the legality
of Israel's long-term occupation of Palesfinian temitories.
On luly 19,2024, the court deemad the occupation illegal
under internationol low and urged its immediate end.

2.1 Current Situation in Palestine Amid the Armed
Conflict; The Isroeli-Polestinion conflict remains
unresolved, with ongoing tensions and violence in the
Middle East Asia. Hers are some key aspacts of the curren
situation in Polestine:

(i} Escalating Violence: As of October 7, 2023, more
thon one hundred hostages, including lsraglis and foreign
nationals, remain held captive by Homos {An armed
Group aoctive in Goza), The conflict has intensified
dramatically, especially in Gaza, where both sides have
endured significant human losses. In the Goza Sirip,
relentless aeriol and artillery bombardments hove targeted
shelters, schools, ond hospitals, resulting in the
widespread destruction of critical infrastructure, The
devostation is stark, with much of Goza reduced to rubble
due fo sustained attocks by [sraeli forces.

The Middle Eost oppears o be evolving into & volatils war
zone, with growing concerns of o brooder conflict
potentially resembling the scale of a global war, with the
United States ond Russio on opposing sides. Amenca
deployed the USS Georgia, o guided missile submarine, 1o
the region. This submarine con carry up to 154 Tomahawk
cruise missiles, designed for pracision strkes on land-
based fargats. Additionally, the Pantagon directad the USS
Abrabam Lincoln carrier strike group, equipped with F-
35C fighter jets, fo expedite its journey to the arsa. The
carrier was initially enrooted to replace another U.S. naval
vessel stationed in the region,’

(i) No Ceasefire: In February 2024, aftar the United
States vetoad a UN resolution for o ceasefire, Cuban
President Miguel Diaz-Canel accused the US. of
complicity in what he described os "Genocide by Isroel
ogainst Palestine.**

Recent ceasefire proposals from the U.S. and Egyp! have
gomered  widespread internotional suppord. Nations
including the United Kingdom, France, Saudi Arabia, and
the UAE have endarsed Presidant Biden's initiative. At the
same time, Qatar ond Egypt joined the U.S. in urging Israel
and Hamas fo finalize an agreement. Hamas expressed
interes! in considering the plan, signaling openness 1o o

parmonent ceasefire.

Howevar, a statement from lsraeli Prime Minister Benjamin
Netanyohu's office emphasized that Isroels objectives-
including dismontling Hamos's military ond governing
structures, securing the release of hostoges, and
eliminoting threots from Goza-must be achieved before
any permanant ceaselire can take effect. Netanyahu's firm
stance hos cast doubt on Biden's peace proposal, posing
significant challenges te ongoing Middle East peace
efforts.’

(i) Humanitarian Crisis: The conflict has triggered o
devastating  humanitarian  crisis, lsaving millions of
Palestinions enduring dire living conditions with minimal
occess 1o essentiol resources such as woter, eleciricity, fuel,
transpartation, and medical care. In Gaza, women and
gifs ore beoring o disproportionate burden, enduring
continuous irsumao, repeated displacement, and pervasive
fear. Tha lack of adequate food, clean water, sanitation,
heolthcare, and woste management exacerbates their
suffering, creafing o relantless cycle of hardship.
Malnutrition heightens vulnerability to disease, particularly
for pregnont and breastfeeding women and their
newboms, whao fuce heightenad risks.

Overcrowded settlements have further intensified
challenges for women and girls. The displacement of
service providers fasked with preventing ond oddressing
gender-bosed violence hos left critical support systerns
inaccessible. Due to shortages of tents, skyrocketing rental
costs, fual scarcitias, ond rising transportotion axpanses,
the inability to re-establish these services hos left mony of
greaterrisk.”

(iv) Displacement Crisis: Approximately 1.9 million of
Gazo's 2.1 million residents-nearly 20% of the population-
are internally displaced, with many forced to move multiple
times. Among them are an estimated 43,580 pregnont
women, Eoch evocuation order disrupts lives, offen
plocing survival at grave risk and making it increasingly
challenging for women and girds fo occess essential
sarvices, including care for the estimated 180 births that
occurdaily,

By the end of 2023, oround 1.7 million Palestinians,
constituting B3% of Gaza's population, were living in
internal displacemant, primarily seaking refuge in southern
Gaza. The southernmost governorofe of Rafoh hosted
nearly half the population, all facing severe humanitarian
needs as the conflict persisted into 2024. More than 60%
ot Goza's housing stock has been damaged or destroyed,
leaving durable solutions for internally displaced persons

The Hindu, lsrael occupation of Palestinon terriorny illsgol LN, topcourt published on july 15, 2024

Froncesca Gillett, "US sends submarine 1o Middie East as tensions grow’ BBC News | 3th August, 2024

Cubar US 'accomplices inthe devastation of Gazo®. Al Jazreera, 21 February 2024 {Accessed on | 4th August, 2024

By Benjamin Brawn and Sophie Tanno, CNN Updatad 5:11 PM EDT, Sot June 1, 2024 {Accessod on 1 3th Augusi, 2024)
Available ot hitps:/fwww unfpo org/occupied-polestinian-territory [Accessed an 12th Augus, 2024)
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(IDPs} for from reach even ofter hostilifies subside. The
ongoing crisis has crealed immense challenges, leaving
countless individuals in need of shelter, resources, and
long-term recovery plans.”

On August 6, 2024 residents of Beit Hanoun, Al-
Manshiyah, and Sheikh Zoyed neighborhoods in Gaza
were ordered by the lsraeli military lo evacuate
immediately, citing preparations for an imminent military
operation following rocket lounches toward Ashkelon.
Suchwarnings have become a regular occurrence, leaving
civilians to endure a constant state of fear and insecurity.
The ongoing threots and evacuations highlight the
precarious reality of life in Gaza, where the risk 1o life and
repeated displocements have become a horrowing pari of
daily existence.

Israeli forcas hove issued fresh evacuotion orders in Khan
Younis, marking their third military operation in the area
since Oclober, Palestinians repor! that no par of the Gaza
Strip offars safety, as the ongoing violence lzoves residents
in a perpetual state of insecurity,. The United Nafions
Adency for Palestinian Refugees has revealed thal over
75,000 people in southern Goza have been displaced,
just doys after many had retumed to their homes. The
repeated cycles of evacuation and displacement
underscore the relentless humanitarian crisis gripping the
region, where stabilily and security remain elusive "

(v} International Intervention Fails to Yield Results

Despite widespread interational colls for an immediate
ceosefire and the cessotion of hostilities, o lasting
resolution to the conflict remains out of reach. While 142
of the 123 UN membar states officially recognize Palestine
05 a soversign state, the United Statas has blocked its bid
for UN membership, where stolshood is crucial, |sroal
continues to pursue its policy of apartheid, a situation that
has became o glebal concem.

Recently, nations such as Borbados, Jomaica, ond Trinidad
and Tobago have established diplomaotic ties with
Polesting, and the UN General Assembly is expected 1o
overwhelmingly support Polestine's membership. This
growing international salidarity is also visible on univarsity
campusaes in the US, the UK, and beyond, where students,
recognizing the signs of apartheid and potential genocide,
are adively advacating for an end to the suffering in

Palestine.”

(vi) Ongoing Military Operations: |srael has persisted
with its military operations in Gaoza, primarily targeting
Hamas and aoftempting fo rescue hostoges. The United
Nations has wamsd that the ongoing violence will
exacerbate the olready dire humanitarian crisis in the
region. Jens loerke, spokesperson for the UN
humanitonan office in Geneva, described the situction as
"Hell on Earth' for the people of Gaza. UN qid chief Martin
Griffiths emphasized the exfreme vulnerability of Guzd's
population, noting that children, women, ond men have
"nowhere safe to ga and very little to survive on" The
escalating conflict continues to deepean the humanitarian
emergency focing the ferritory.

(vii) Escalating Tensions in the Middle East: The
ongoing conflict has significantly heightened regional
tensions, with Hezbollah fighters in Lebanon engaging in
cross-border clashes with the lsroeli military, and Iran-
backed groups lounching attacks on U.S, militory positions
in lraq and Syria. The threa! of o brooder Middle East
conflict remains high, particularly after airstrikes fram both
sides. Tensions reached o new peok following the israeli
assassination of key lranion security figures, including
Hamas leader Ismail Haniyeh, in lran, marking o
dangerous ascalation in regional brinkmanship. Amid
these rising lensions, mony internafional airlines
suspended flights to Tal Aviv at various times, reflecting the
growing instability in the region,

3. Environmental Contamination from

Warfare

Far decadeas, Gaza has endured severe anvironmentol
degradation, driven by recurrent conflicts, rapid
urbanization, high population density, and the region's
vulnerability to climate change. The environmental fallout
trom the ongoing war is unprecedented, according to an
initial ossessment by the UN Environment Programme
(UNEP). This conflict has exposed the communily to
escalating soil, water, and air pollution, with the nsk of
irreversible horm to vital ecosystems. UNEP heos
emphasized the urgent need for a ceasefire, not only 1o
safeguard humaon lives but also fo mitigate the long-term
envirenmental consequences of the ongoing vislence. "

Avoiloble at  https://www.intemol.displocement org/spathights/Palestine-Conflict.in-Gara:leaves-83 . per-cent-of-the . population.
internolly-displaced-in-less-than-three.monthy/ (Accessed on | 2th August, 2024)
Available of: htps:/fwww.oljazeera.com/news/liveblog/2024/8/4/isroel-war-on-gaza-live-at-least-40-polestinions-killed-over-past- 24-

hours [Accessad on 13th Auguss, 20Z4)
Y bid

hitps:/fwww. ol jazeera. cam/opimions/2024/5/8/ peace-stans-with-paleshnes-un-membership

" httpsi/ fwww.oliozee. com/rews/2023/12/2/israell-bombs-hundreds-of fargets-in-gozo-as-truce-efforn-continue  [Accamsed on 3ed

August, 2024)

Domage to Gazo cousing new risks to human health and long-term recovary - New UNEP Assassment

Source: Press Releose by UNEP published an 18 June 2024 Avollable of: hitps:fuww, unep, org/maews-and-stoties/press-release/damage-
gara-causing-new-isks-human-health-and-long-term-recovery [Accessed on 1 11h Augost 2024)
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The preliminary ossessment by UNEP on Gozo's
envirenmental health reveals several alarming findings:

(i) Reversal of Environmental Progress: Recent
odvances in Guza's environmental management,
including water desalination and wastewater traatmeant
facilities, solar energy expansion, and efforis fo resfore the
Wadi Gaza cogstal welland, have been severely undane
by the ongoing conflict.

(i) Massive Debris Accumulation: The conflict has
generated an astimated 3% millian tons of debris-aver 107
kg per square meter in Gaza. This is more than five fimes
the amount of dabris from the 2017 Mosul canflict. The
debris presents numerous risks, including dust,
contamination from unexploded ordnance, ashestos,
industrial and medicol waste, and other hazardous
substancas, Additionally, human remains buried undar the
rubble require sensitive hondling. Clearing the debris is o
monumental task that must begin immediately to facilitate
recovery and reconstruction,

(iii) Collapse of Water and Sanitation Systems: Gaza's
water, sanitation, and hygiene systems have almost entirely
foiled. All five of Gaza's wastewater treatment plants are
inoperable, leading fo unireated sewnge contaminoting
beaches, coostal waters, soil, and freshwater sources with
pathogens, nuirients, microplastics, and toxic chemicals. It
poses immediate and long-term health risks to the
population and the environment.

(iv)] Domaged Waste Management Systems: Five of
Goza's six solid waste management facilities have been
damaoged, By November 2023, 1,200 tons of rubbish
were accumuloting daily in comps and shelters. With
cooking gos shortages, families hove resorted fo burning
wood, plastc, and waste, creating further dongers,
especiolly for women and children. The resulting fires and
smoke have likely warsened Goza's air quality, though no
officinl air quality data is available. The destruction of solar
pansls has likely released heavy mefals, creating
odditional risks 1o soil and woter.

(v} Contamination from Munitions: The use of
munitions containing heavy metals ond  explasive
chemicals in densely populated areas has polluted Gaza's
soll and water sources, creating long-term health risks that
will persist wall beyond the end of hostilities. Unexploded
ordnance poses o particulor danger to children,

(vi) Environmental Impact of Tunnel Desfruction:
Efforts to destroy Hamas' tunnel systern moy exacerbate
environmeantal damoge, depending on the construction
standards of the tunnels and the exten! to which water has

been pumped into them. This could lead to long-term risks,
including groundwater contamination and the
destabilization of buildings constructed on potentially
unstable surfoces,

These enviranmental risks exacerbote the humanitarian
crisis in Palesting, highlighting the need tor urgent atiention
to anvironmental protection and sustainable
peacebuilding etforts.

4. An Estimation of the Devastation of Human
Life and Infrastructure

The current armed conflict hos directly impacted the lives

and health of the Palestine-lsrael ragion. The accumulative

effects of Israsl's war on Gaza could mean the true death

toll could reach more than 186,000 people, according fo

a study published in the Lancal Journal. The study finds

tactors like diseases will lzad to many more indirect deaths

in the long run even if the war stops now.'”

According fo the lotest data’ from the UN's Office for the

Coardination of Humanifarian Affairs, the Warld Health

Qrganization, and the Palestinian government as of 1 1th

August 2024 Isroeli ottocks hove domoged:

* More thon halt of Gozo's homes were destroyed or
damaged

+ B0 percent ot commerciol facilities

85 percent of school buildings

16 out of 36 hospitals are partially functioning

« 45 per centof rood networks
» 65 percent of cropland domaged

5. Health Risks in Palestine Due to Armed
Conflict

The Goza corflict not anly causes immediate harm
through violence but alse has far-reaching indirect health
effects that will persist long after the fighting ends. Even if
the war were to cease immediotely, it would continue to
lead 1o many indirec! deaths due 1o factors such as
diseases. The use of munitions contoining heovy metals
and explosive chemicals has left Gaza's soil and water
sources. contaminated, posing long-term health risks.
Unexploded ardnaonce, particulary in densely populated
araas, remains a danger, especially fo children,

The ongoing confiict in Palestine has exocerbated a range
of significant health ricks, including:

(i) Physical Injuries and Fatalities: Direct harm from
explosions, gunfire, and other farms of violence continues
to couse widespread injuries and deaths,

Avallable ar: hps://waw.aljazeero, com/nows/2024/7/8/ gozo-1oll-could-excend- 1 86000-lancet-study-soys [Accessed on | 2th August,

2024

""" Avollable at: hitps:/fwww.oljozesra. com/navs/longlorm/2023/1 049 fisrael-hamas-war-in-maps-and-charts-five-tracker (Accessed on

12th August, 2024)
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(i1) Psychological Trauma: Many individuals, particularly
survivors, are al risk of developing Post-Traumatic Siress
[Disorder [PTSD), anxiety, and depression.

(iii) Healthcare Disruptions: The destruction of medical
focilities, shortoges of supplies, and diminished occess to
care severely impact the ability fo treat both urgent and
ongoing health issues.

(iv)] Increased Spread of Infectious Diseases:
Contaminoled water, inadequate sanitation, and
avercrowding have led to outbreoks of diseases such as
cholera, typhoid, and measies.

(v} Malnutrition and Food Insecurity; Economic
hardship, food shorages, oand restrictions on oid
exacerbate malnutrition, particularly omong vulnsrable
groups like children and pregnant women.

(vi) Reproductive Health Risks: Limited access to
matemal care increases the risk of miscarriage,
complications during childbirth, and poor neonatal
outcomes.

(vii) Challenges in Maonaging Chronic Diseases:
Disruptions In access to medications and medical core for
chranic conditions like diabetes, hypadension, and cancer
leave many individuals wathout essential treatments.

(viii) Mental Health Stigma: Cultural barriers and stigma
surrounding mental health prevent many individuals from
seeking necessary help and treatment,

(ix) Heolth Risks in Displocement and Refugee
Camps; Overcrowded living conditions, poor sanitation,
and limited healthcare access in refugee camps heighten
haalth risks far displaced individuals.

(x} Long-Term Health Consequences: Prolonged
exposure 1o violence, stress, ond environmentol hozards
incraases the likelihood of developing chronic diseoses,
disabilities, and premature death,

6. Estimation of Humanitarian Crisis

Gazo is currently facing an unprecedented humanitarian
crisis, exacerbated by o ropidly escalating contlict that has
led to signiticont loss of life, widespread injuries, mass
displacement, and severe dagredation of the health
system, olong with disruptions 1o essential public health
and infrostructure services.

(l) Casualties and Injuries: As of Dacember 10, 2024,
heavy aerial and ortillery bombardments by lsraeli forcesin
the Gaza Strip have resulted in over 46,000 fatalities,
including 44,786 Palestnians and 1,706 Israelis. The
cosualties also include between 141 and 156 journalists,
120 academics, and mars than 224 humanitarian aid

workers, of whom 179 were employees of the United
Nations Reliel and Works Agency for Palestine Refugees
[UNRWA)."

Heglth autherities in the occupied Palestinian tarritory have
reported an estimoted 63,264 injuries, including 23,210
deaths and 59,167 injuries in the Gaza Strip. Of the
fotalities, 70% were women and children. QOver 7,780
individuals ore missing, and 85% of the populeiion hos
been displaced. In the West Bank, there have been 330
deaths, 4,097 injuries, and 2,334 displacements; in
lebanon, 135 fotolites ond 612 injuries have been
reported.

(ii) Health System Degradation: The health system in
Gaza hos bean saverely compromised due to extensive
bombardment, widespread destruction, increasing healfh
needs, resirictions on the entry of fuel, goods, medical
supplies, and madical personnel, as well as substantiol
limitations on the ouvtbound movement of patients,
including the Injured. As of January 10, 2024, 58% of the
36 hospitals are non-functional, and 78% of the 73 Gaza
Ministry of Heolth and UNRWA primary care clinics have
ceased operotions, The situation is particularly critical in
the north of Gare, with 75% of hospitals and 100% of
primory care clinics non-functional. Overall, 59% of
hospitals' bed capocity in the Gaza Strip hos been lost,
while health needs soar, and these facilities are currently
accommodating o consideroble numbar of intarnaly
displaced persons. The remaining hospitals operate at
359% of thair capacily, severaly inhibiting the quality and
safety of heolth services.

(iii) Attacks on Healthcare Facilities: Since Oclaber 7,
2023, there hos been on unprecedented Increase in
attacks on healthcare focilities. The World Health
Orgonization (WHO) hos recarded 304 events in the
Gazo Sirp, impacting 94 heolth focilities and 79
ambulances, Most aftacks (77%) invelved the use of force,
resulting in 606 fotalities ond 774 cosualfies. In the West
Bank, 286 aftacks on healihcare hove disrupied the
dalivery of care, including the supply of eszential medicines
ond equipment, the blockade of hospitals, und the
prevention of ombulance access.

(iv) Food Security and Displacement: Food securily
remains o major health risk, as the entire population in the
Gaza Strip is classified in the Integrated Food Security
Phase Classification ot Phase 3 or above (Crisis or worse).
Among fthese, of leost one in four households (over
500,000 people) is facing catostrophic canditions (Phase
5}, and about 50% of the population {1.17 million people]
is in an emergency state (Phase 4). Househaolds facing

" Available of; hitps://en wikipadio.org/wiki/Casualfies_of the lsrael’
E2%80%F3Homas_wor#-— texi=A1%200/%2010%20December®202024, includes®201 72%20employeasXi200FH20UNRWA,

{Accessed on 27712/2024)
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catastrophic and emergency conditions are experiencing
an exireme lock of foad, starvation, and exhaustion of
coping copocities. The mcreased nutritional vulnerability
of children, pregnont and breastfeeding women, and
elderly people is 0 particular source of concern,

The mass and continuing displacement of 1.9 million
people due to insecurity ond destruction of civilian
infrastructure and housing have led to severe
overcrowding in shelters that are deficient in water and
sanitation facilities, significantly incraasing the risk of
infectious disease outbreaks. Over | .4 million individuals
are sheltering in 155 UNRWA instollations. Other
internally displaced persons stay in non-UNRWA schools,
hospitals, mosques, and churches, while an increcsing
number of mokeshif shalters are used.

(v) Health Risks ond Disease Outbreaks: The burden of
acute respiratory infections, diarrhea, ond skin infections
has been particularly high, with o steady week-on-week
high incidence of reported cases. Furthermore, odditional
signols of epidemics of acute jaundice, meningitis,
mumps, and chickenpox affecting the population of the
Gazo Strip were monitored. The number of diarrheal
ilinesses reparted among children under 5 years in the last
three months of 2023 wos obout 25 times higher
compared with the corresponding period in 2022 (80,532
casasve 3,101 cases).

Disease survaillonce ic consirained by the severs
deterioration of lnborafory capacities, As of January 10,
2024, no meaningful public health measures for disease
prevention and control could be implemented due to
access conslraints and lack of supplies coming info the
Goza Strip. The obsence of such measures will rasult in
unmitigated transmission of bacterial, viral, fungal, and
parasitic pathogens, including many infectious organisms
known fo transmit in settings in which people congregote,
causing severe morbidity and martality, which cannot be
identiied through syndromic surveillance olone

(vi) Chronic Disease Management: Aboul 350,000

people live with chronic diseases in the Gazo Strip.
Shortages of essentiol medicotions ond closures of

healthcare focilities ore increasingly impeding occess for
the 52,000 individuals with diabetas, 45,000 with asthma,
45,000 with cardiovoscular diseases, and 225,000 with
hypertension. Ofthe 178 hemodialysis machines, 63% are
situated north of Wadi Gaza, severely limifing occess 1o
dialysis for the 1,100 patients who need this service o
survive.

(vii) Mental Health Concerns: Based on prevalence
esiimates of mental disorders in conflict seftings;
1,452,600 people (22. 1%} in the Gaza Strip ara estimated
to be living with mental health disaorders, including
104,450 (5.1% of the population) with severe condifions
such as schizophrenia, bipolar disorder, severe
depression, and severe aonxiety. Displacements,
bombardments, violence, dispossession, loss of laved
ones, homes, and livelihoods, and restrictions will increase
mental health risks among aoffecied populations.
Treotment capacities remoin  severely consirained,
however, as the only specialized treatment center in the
Gozo Strip hos stopped functioning.

7. Concluding Thoughts

Palestine faces an unpracedented humaonitarion crisis
marked by high moriality, mass displocement, ond the
collapse of health systems and vital infrastructurs.
Prolonged violence and environmental hozards have
worsened chronic llnesses, disabilities, and regional
instability, risking global repercussions. The conflict
escalates tensions in the Middle East, with infernational
powers deepening divisions and hindering peace efforts.
Environmental daomage further exocerbales the crisis,
accelernting climate change and threotening long-ferm
regional sustainahility,

Urgent global achion is needed to provide humonitanian
aid, protect the environment, and foster sustainable
paace. Only coordinated elforts can breck the cycle of
violence and build o future of stability ond cooperation in
the region.

Heuith canditions in the accupied Palastinian territory, including sast Jerusalem, Provisianal Agenda of WHO of 22 January 2024 Available
of: https://apps.who.Int/gb/ebwha/pdl files/EB154/B154 51-an.pdf [Accessed on 13th August 2024)
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Al on Trial: Navigating Civil and Criminal Liabilities in the age
of Automation

Dr. Yatish Pachauri®
Dr. R.K. Chopra**
ABSTRACT

The advancernents in the field of technology nnd the opplication of this field tor providing more eose and comfort to human
life ond lifestyle. The aids to support or fo replace human activities or dependence has rapidly odvanced and changed the
perception of the ‘support system’ in the last few yeors. These advancements when infegrated ore referred o os Arificial
Intelligence (hersinafter referred Al] toals.

There are cross-border colloborations done mainly to improve machine translation software, robols, agriculture,
emargency response, heolth care, climate forecosting and the elecirical grid. Al inventions also help human mental events
such os interpretation, evaluation, and decision-making. Al acts autonomously and with limited control from humans and
therelore the risks of faults con also arise.

This can damage individuol or collective intarests, which need te be protected by policies and lows. The Al-powered ufilifias
can be misused by a human lo commit a crime, for which both Mens Rea and Actus Reus can b aftributed to that human,
for the liability but whenever o fault by an Al-powersed systern has been committed, the onus of determining the fault needs
to be verified for determining the criminal nealigence or civil liobilities for legal purposes.

The act of o boom barrier ot the toll plaza on o highway is the best example of an Al entity being vsed whers mulfiple
ogencies work in fandem to do human funciions ond the ot of a boom falling on a moving car os o result of malfunction
can cause multiforious liobilities which are both Civil And Criminal in nature.

This paper would evaluate the criminal and civil liability of Adificial Inielligence entities and discuss the vanous obligations:
The need of asceraining liobility, civil and/or criminal, for claiming damages or losses resulting from such activities is,
therefore, important. The focus will be on the legal liabilities of such malfunctions in terms of various acts which are criminal
innature.

Keywords: Ciminal Liability, Artificial Intelligance, Criminal law, Civil Liability, Programming, Artificial Intelligence.

| INTRODUCTION the feadback recewed in order to solve problems and
The concept of Ardificial Intelligence wos regarded as o address situations that go beyond the predefined set of

subject of fiction and philosophy which is o dream of
mankind for centuries and is made a reality with its
exponential technological advancement in recent fimes,
Humans loday are more dependent on the ufilities
orovided by orificial intelligence technologies and their
associated benefils.

" From automated carsto dranes, from computer science fo
medical science and from an artificially intelligent assistant
on phones fo artificiolly intelligent atternays, there is hardiy
any sphere of everyday Iife which hos remained unfouched
from it. Al has helped to make human life easier, better ond
efficient, saving voluoble ime ond energy."’

"In commen parlance, Adificial Intelligence can be
described as the "ability to odept or improvise according fo

queries and (nstructions that the Al wos programmed
with'l"

However, it is seen that like any technalogy, Adificial
Intelligence olso contains some meris and o few demerits.
If we study the case study of autonomous vehicles- where
on one side, it has anhanced the flexibility for the elderly
and disabled, and on the flip side this technology has also
been held responsible for some accidents also. This issue
of occidents and other drawbacks has given rise to legal
concems and haos incrensed the levels of curiosity on the
various aspects of the liabilifies ossociated with Ardificial
Intelligence and their applications under civil laws and
criminal law for crimes Arfificial Intelligence technology is
also associated with it and several relevant legal
apprehensions.

*Assistant Profassor (Senior Scale] School of Law, UPES Dehradun,
** Professor of Low

) ‘0.E. R adumiy, Criminal Liability of the Arificial Intelligsnca, 138 Probs. Legelity 132 (201 7).
. Matifda Cloussen-ICarlssan, Ariticial Intelligance and the Examal Element of the Crime. An Analysis of the Liobility Problem 7 [2017)
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The foremost study is- that it any Adificial Intelligence
powered enfity hurts or injures o person or associated
property, who will decide the onus of criminal liability for
that incident? Will it be the Arificial Intelligence powered
entity by its own self (for example o robot), or the
progrommer or the producer (the programmer could be o
third party working under the producer), ar the person
using the enlity i.e. the ownar or the buyer of the Artificial
Intelligence entity, or is there o possibility that the ect, be
considered as an Actof God?

The second issue is regarding the various elements of any
criminal act and the essentiol elements which are
mandatory in o case when the crime is soid fo have been
committed by an Adificial Intelligence Entity.

The importance of the third topic; is i on Arificial
Intelligence antity, lika o robet, is invelved in a crima, the
kind of punishments will be impesed on the entity which Is
powered by Arificial Infelligence?

There are many such examples of breaches of legal
compliances which ore required fo be clanfied,

demarcated and amicably settled.”

The legislation which is in force, on the aspect of Artificial
Intelligence regarding the onus of determining the
criminal aspect of vanous Artificial Intelligence entities is
negligible with barely any existing laws or landmark cases
on the issua, parficulary in India.

The present research arficle is on the focus of this lssue and
the need to determine the various aspacls associated with
formulating legislation. The objective is to cover all
faatures associated with the usage of Adificial Intelligence
in vorious spheres and the larger principles which con be
of some help in formulating specific lows on the issue in
future and ot the equivalent fime ollowing the much-
needed llexibility and compatibility for the ropidly
changing face of technology.”

This article fries to provide necessary resolufions to the
complex [argon of legal challenges faced for determining
the effects of criminal liability of the delaulting Arificial
Intelligence Entity.,

Il GENERAL ELEMENTS OF CRIMINAL
LIABILITY

The enus of a criminal act and the associated liability for
any offence is determined by two elemants which need o
be sotisfied, the mental component [or the Mens Rea) and
the physical component [or the Actus Reus). The 'Mens Rea'
denotes the elemants of the auilty mind which is reflacted
by the motive, intention or knowledge and the ‘Actus Reus’

signifies the elements of a wrongful act or the omission of
any action or act. If any entity like o humon body or any
corporotion or corporate body ar any enfity using Artificicl
Intelligence, satisfies these two essantial elaments, then
such an act or action dong by the entity will moke it liable
under criminal low.” The commoen exceptions to these
charges will be the mitigating circumstances along with
actsof Negligence or coses of Strict Liabilities.

lll. THE POTENTIALLY FEASIBLE OPTIONS
FOR ATTRIBUTING CRIMINAL LIABILITY
WHICH ARE ASSOCIATED WITH ENTITIES
USING ARTIFICIAL INTELLIGENCE.

1. When the Artificial Intelligence entity is posing
as an innocent agent

In @ cose study, the given Arificiol Intelligence entity is
assumed to be an innocent agent which was functioning
as per the commands given by the user, In this scenario,
criminal liobility arises since the system molfunctioning of
the said Al entity (read infentional) defaulted on the
progromming by the owner or the producer 1o commit the
offence, or the alleged misuse of the funchions of ALl entity
by the end user for comenissioning the said crime.

This can ba illustrated in the case of a programmer who
dasigns software for a robat. He then uses the robot to
destroy his enemy’s house ol night. In this cose, the robot
has acted os the perpetrofor of the crime and is guilty of the
offence but in a real sense, it is the programmer who is
supposed fo be the perpetrator.

In anather opfion, is when a monipulalor owner buys a
robot and programmes the robot te attack his enemy. In
this cose, the robot prepares itself and does not utilize its
own intelligence or benefits from the experiences but
simply works as per the programming done by the master,
In the first cose, the producer of the robot would be liable
as he ensured that the program is made In this
methodology.

I the second scenarie, only the said user would be guilty
because the Al powered robot octed on his command
ond functioned like o trained and innocent intermediary.”

2, When the A.l. powered entity is acting as a semi-
innocent agent.

The second type of issue arises whan the entity's producer
or the entity's pragrammar or the given user is oware that
thare can be a possibility thot the design of the ‘Artificial
Intelligence Product' can be used for the commissioning of
a crime. In this scenario, the last creotor and tha buyer

< K. E. Oraegbunam, Artificial Intelligence Entities and Crimimol Liobility: A Nigerion Jurisprudential Diognosis {2017)

* DafniLima, Could Al ogents be held eriminally iable; Ardiciol Intelligence and the Challenges for Criminal Law, 67 5.C.L REV. 682 (2018)
' P Fesitas, F Androde and B Novais, Criminel Liability of Autenamous Agems: fram the unthinkable te the plausible (2012)

- Gabriel Hallavy, The Criminal Liability of Arificial Intelligence Entities: Fram Science Fiction fo Legal Sociol Control, 4 AKRON INTELL

PROP L, 179 (20104
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fend-user) work together, in tandem with the Al entity
though their intention was innocent ond nowhere related
to the commissioning of the perticulor offence,

In such o scenario, the criminal liobilities of the entity may
be invoked in two possible ways- the first issue is because
of the negligent or reckless act of the owner or the
producer in aliering or progromming the system of the Al
entity and in the second case, it may be because of the
obviously expected and the probable consequance of the
illegal act os instructad by the buyer or the end user.”

The first cose can be illustroted by this exomple thot Mr. X
puts his car on auto-pilot mods and starts fo refox or starts
to enjoy the car's music. The Al-powered vehicle does not
dacipher the speed of an oncoming cor coming from the
opposite direction which results in @ crosh, this can resultin
the loss of property which includes human life. The wrong
colculation of the speed wos there because it wos sither
programmed in a faulty manner by the producer or the
{echnical data was wrongly infarred by the Al producer.

The second case can be illustrated when Mr. Y buys a robot
and progrums it to burm down the house of his enemy, he
programs it to the needful, The robot misjudges the
direction of the house, which results in the burning of the
neighbouring house owned by Mr. U as o result of this act,
there is a subsequant loss of human lifa and the property is
damaged. Although Mr Y hod no such intention fo tarch
the house of the neighbour [Mr U} or kill anyone, the
resulting fire and the lossas can be inferred to be the
consequences of the oct of MrY which he should have
foreseen.

In the first case, the producer is completely liable but in the
next example, the buyer or the user will be held to be
responsible for wrongly programming the Al-powersd
robot and Mr. ¥ will not be legally responsible for the
murder but he will be hald responsible for the offance of
culpable homicide coused due fo negligence.

3. When an Al-Powered entity is acting in an
independent or fully autonomous mode.

The third type of stimulation is for the legislotive framework
which we shall require when the systems are fully
daveloped and in usage. Then, the Al-powered entities will
be able o parorm or function in an independent
environment, in a completely artonomous manner and
nat be dependent on the algerithms, The Artificial
Intelligence powered equipment would be able to learn
from the pitfalls, observations and experiences, The Al
entity, by thet time, would have developed reasoning

possibla and ovailable solutions 1o ony given problem.

The issve of fixing the blame in cases where the Al entity
commits o crime will be sasier as then the said Al entity can
be lioble to be held responsible for the criminal act.

IV. GENERAL DEFENCES

The General Defences to such crimes are usually for
Intoxication, or for the necessity for Self-Defence etc.
These General Defences are olso availoble 1o human
beings under the prevailing section of Criminal Laws.”
These defences with o litle modification can also be mode
available to various Al-powered enfifies. This can be
exemplified by drawing similarities with the influence of
infoxication on humans, like the induction of corrupted
software or molware or an attack by an unknown virus,
which can alse have o similer effect on an Al-powerad
robot. Therefore, with certain amendmants, the scope of
available general defences which are odministered 1o
human beings is also applicable 1o Al-powerad entitiss.

V.KINDS OF PUNISHMENT

The imposition of fines, various penalties, imprisonment
terms and death sentences ara the various punishmants
listed under ciminal low, For the A.l. entitias, the need for
comparable punishments with the necessary modificafions
can be propased and applied as a punishment for erimes
committed by Al entfitiss. If thers is on issue of deletion of
the softwore present in the Al entity, there would be o
carresponding affect which can be compaored 10 causing
deoth which is similor fo the death penalty in the cose of
hurmans. The temporary obliteration of the existing
software can be equated with giving imprisonment 1o
humon crnminols, The punishment of Community service
to the human should be corresponding fo the penalty for
the Al-powsred antity,”

VL. THE CONSTITUTION OF INDIA

The Constitution of India provides for the ‘Right fo Lite and
Personal Liberty' which has been construed by the Indian
judiciary to embracs within its sphare several essentiol
aspects related to the fundamental concepts of Freedom
which are connected fo humans. In the landmark cose of R
Rajogopal vs. the State of Tamil Nadu' ", the concept of
the Right to Privacy was termed fo be an unalierable right
under Article 21 and this is also relevant to comprehend
various issues reluted to the privacy of Human Beings
which arise out of the usage of Adificial Intelligance tools
whenever there is a requirement in processing data
containing personal information,

copobilities i.e. the ability 10 choose bestwaan the best

Wastan Kowert, Tha Foreseeability of Human- Artificial Intelligenca inferactians, 94 TEX. L. REV. 181 {2017)
- Chaitali Jani & 5. P Rothor, A Legal Framewark for Detarmining the Criminal Liability and Punishment for Artificiof Intalligence, 45 Tuijin Jshu

J. Propulsion Tech, 807 (2024).

" Chadali Joni &5. P Rothor, A Legal Fromewotk for Detesmining the Criminal Liability and Punishment for Artificial Intelligence, 45 Tuijin Jishu

1. Propulsion Tech, BO7 (2024).

" RRajogopal vs. the Stafe of Tamil Nodu 1995 AIR 264, 1994 SCC (6) 632
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In the landmark judgement in the cose of K.5. Putiaswamy
vs. the Union of India'', the Honourable Supreme Court
hos stressed upan the necessity of having on oll-inclusive
legislotive framework for the protection of data. These
laws ara ta be made in a manner which will cover all vital
aspacis reloted to the required fromework and will be
capoble fo govern the numercus emerging issues related
1o the usage of Artificial Intelligence antities in India. The
usage of Al-powered entities can also be discriminating
and prejudiced, which will then atfroct the provisions given
under Adicles 14 and Adicle 15, which deal with the
protection of the Right to Equality ond also help to protect
the rights against Discrimination in order to protect the
anshrined Fundamental Rights of the cifizens.

VII. THE PATENTS ACT of 1970

The Potenis Act creates o scope for proteciing the Potent
Rights of Artificial Intelligence products along with the
Rights to Protect the creatar or the person who invented
them (true and first owner), aleng with the copyright and
ownership and associated liabilities for various acts and
amissions of enfities of Adificial Intelligence. The primary
issues considered under the Act with regard 1o Potents are
unified and read with Section 2(1] (y) of the Patent Act of
1970. This act does not categorize the mandate thot the
‘person’ concerned must be a naural human being, but it
is canvantionally understood o be so and has not bean
gronted legal personhood and therefare # would not
come within the cafegory or in the scope of the Patent Act
ol 1970.

VIIl. THE PERSONAL DATA PROTECTION Bill,
2019 (Now The Digital Personal Data
Protection Act, 2023)

The computing or processing of parsonal data of any
Indion citizens by any private entity or by o public antity and
bodies located within and owtside Indio is proposed fo be
regulated or controlled as per the provisions of the Act.'” It
lays stress on the aspect of ‘consent for the omalgamation
al such baneliciaries of the dato, subject to permissible
levals of exemptions. The Act hove o diverse application of
the data which the Al-powered entity will collect through its
saftware from the various users, The said information is
from various anline sources which are used to trock the
hobits relating fo purchases, online content, finance etc of
the given user buse.

IX. THE INFORMATION TECHNOLOGY ACT
of 2000.

The Information Technology Act of 2000, encompasses

vorious aspects relofed to the lows which encompass
aspects of spreading information and toking care of the
broadcosts done by various legislations encompassed in
the said sections of the Act. The scope of Section 43A of
the Infarmation Technology Act, 2000 when breached,
enforces certain liobilities on the corporate bodies which
deal with the sensitive doto of various individuols. It
obliges the defaulling body to poy compensation
whenever it fails to follow reasonable sofety and security
proctices. This act hos substantial comportment in its
legislative power to determina the liability of any corparate
body whenever it employs producis using Artificial
Infelligence to store and process sensifive personal dota of
its clients or of service providers.

X. THE CONSUMER PROTECTION ACT, 2019

This Act seeks to protect the user {or consumer) with o
measure of safeguard augainst the manufaciurer, trader or
the service provider or the seller of any product. Section 83
of the Consumer Protection Act, 2019 dlso ollows
sanctions which is helpful to the complainant to bring
obout an action and seeks protection against any violation
arising out of the manutacturer or the sellerof an Al entity
which hos caused harm fo the soid body. The
establishment of liobility and the quantum of harm caused
by the said action or os the cose moy be, on account of o
product being defective or sub-standard. This eslablishes
liability for ihe service provider or tha manufacturer and
helps outin seeking o resolution ogainst the said entify.

X1. TORT LAW

The tortious liability in understanding the differences and
principles elaboraied in vicarious liability and the strict
liability, when thay are used for the products which help in
determination of liobility for the wronghul acts of
commission and omissions of evary entity powered or
bosed an Al In the ancient case of Harish Chandra v.
Emperor'’ , the Honourable Court had laid down that
there will be no vicarious liobility in Criminal Law if there is
an involvement of wrongful acts involving the role of the
Al-powered entity, which may be considersd os an A.l-
powered ogent,

Xil. ELABORATING ROLE OF Al IN CIVIL
LIABILITY

The role of Adificial Intelligence is on the rise with the
tentocles of vorious entities touching our life in almost
avery sphere of our doily routine. The various products
using Al-powsred tools and software con cause a lot of
damage which can be both cwil or criminal in nature. The

K.S. Putiaswamy vs. the Union of India AIR 2018 5C {SUPP] 1841, 2019 {1)5CC 1
" AA, Gureshy, Cross-Border Doto Transter Requirements Under Indio DPDPA, Securitl (Oct, 27, 2024), hitps //securiti, oi/cross-borderdalo-

transierrequirements-underindia-dpdpe/.
' Harish Chandra v. Emparer, AIR 1945 All. 90
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damoge coused results in negligence ond invokes criminal
culpability and gives rise te legal complications * .

The three foctors that are essential ingredients 1o prove
negligence as per Gerstner” in most of the coses are os
follows:

» Insufficient care to the plaintiff from the side of the
defendant.

» The floilure an the part of the defendant to fulfil
necessary obligotions towards the plaintiff.

+ The harm cavsed to the plaintift as a result of the breach
of {ulfilling necessary abligotions by the Plaintiff,

The comphonce of duties from the side of the defendant
and their duty to provide proper care, Gerstner'* pointed
out that there are various duties which any service pravider
would be required 1o fullil before using or selling the
product to the end user. The precoutions which the seller
owed to the prospective client includes the hardware,
software and complete system os sold io the customer,
while maintaining the quality of standard care which is of
utmost nead. If the soid arrangamant, is an "expart systam,”
the degree of safety, care and quality would be compatible
and capable, if it were not speciolized care.

It the defendant breoches ony duty, Gerstner has
suggested various circumstances in which an A l-powered
system could breach the ossigned dulies of care, which
include:

1. The foilure of design or functioning of the product or
for incapability of the programmer to realize the
drawbacks in the assigned features and performance
criteric of various functions of the Arfificiol
Intelligence powered entity,

2. The foundation being weok coupled with Incorredt or
lack of knowledge.

3. The unsuitable and deficiency in attached documents
and availoble notices.

4. The inability to update the current base knowledge
about the said product.

5. The human emors which ore coused by or dus to
inoccurate input as an erroneous data,

&.  Theundus relionce on the output, apart from faith by
tha user on the product.

7. The misuse and exploitotion of the software.

XIIl, STRICT LIABILITY COMPARISON TO UK
CRIMINAL LAW

In one hand judicial judgements ond legislative
enactments that wera passed by parliument since ages has
led to a construction of comprehensive Indion penal lows.
On the other hand, no room was given for the judiciary so
that they could net go much beyand the current statutas of
the UK Criminal Law. Hence, thers remains no porficular
or special pravisions in India where the legislative regime
that addresses the liability of such acts executed by a veer,
ond or operator and or developer by using arfificial
intelligence in the mode of software or systems. India
wehich follews o system of commen law, with its concept of
strict liability, is not as advonced os English law. This system
correspands to Hallevy's direct liobility principle. The
doctrine of strict liohility in the United Kingdom, where
crmingl low hos developad over o peried. This hos
happened os an outcome of the accumulation of existent
laws that are English laws with transformed, amended with
fime sections, and that is convincing in nofure.

A. Tesla Company has settled two lawsuits with
the U.S securities and exchange commission (SEC) .

Flon Musk who is the CEO of the Tesla Company is wall
known amongst the hi-tech businesses in the Al and Big
Daia fields had fo face a low suit brought by the United
States Securities and Exchange Commission (SEC), when
in his unusuol tweet he suggested that there will be
privalization of Teslo af the cost of $420 per share in tha
month of August 2018, He suggested that this decision
was token keeping in mind about the compony itself which
was finding hard o sustain baing a public firm. That this
was harming future prospective of profit "

B.  Suit Actions that was brought by the United
States securities and exchange commission against
Tesla

The low suit resulted in demation of Elon Musk from the
CEO of Tesla Company to the chairman of Tesla
compeny’s Board of Director far three long years since this
was regarded as a deceptive and false reprasantations in
twitter. This was not checked by him with ofher
stakeholders who had similar interest on the some
compeny ond fopic, before noming those venfied
identifies "

' Datermining the Liakility of Aditicial Infelligencs in Contemporary Times, iPleaders, hitps;//blog ipleaders in/detarmining-the-liabitity-of-
arfificial-infelligence-in-contemporary-fimes/ [lost visited Feb, 10, 2025| )
" Moruerils E. Gersiner, Commenl, Liobility lssues with Artificiol Intelligence Softwore, 33 Santa Clara L, Rev. 239 {1993),

IBID.

" Elon Musk Charged With Securities Froud for Misleading Tweets, SEC, niips.//www.sac.gov/newsroom/press-releases/2018-219 |fost

visited Feio. 10,2025]

' Al Jozeero, Musk Soys He Hod ‘No Il Molive with His Privatising Teslo Tweet, Al Jozeers (lan. 24, 2023,
https /e, aljareern com/economy/2023/ | /24 musk-says-he-hud-no-lll-mative-with-his-priveniging-taslo- hweet

" Reuters, U.S. Regulator Sues Musk fer Fraud, Sesks 1o Remove Him from Teslo, Bus. Today (Sept. 28, 2018},
https://www.businesstaday, in/lotest/ecanomy-polifics/stary/us-regulator-sues-musk-tor-traud-seeks-to-remove-him-from-tesla- 1 10029-

2018-09-28,
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C. Fines & complaints against Tesla filed by the
United States of securities and exchange commission

Elon Musk hod to give o huge omeunt of $20 million fine,
and Tesla had fo give an amount of $20 million fine. In
December 2018, Elon Musk stated that the US Securities
Exchange Commission has been doing a good job being
the Shorl Seller Enrichment Commission. Again, in
February 2019, the Secunties Exchange Commission
{SEC} then filed a complaint that was alleging, that being
the CEQ Elon Musk was in contempt of federal court,
which he hos violated, the conditions of his Teslo
agreements. Thereatier, lawsuit put up by SEC is still going
on, and tha final judgement i still panding in the court of
law, before the federal Cour.™

D. Second Caose law regarding Al, Facebook-
Cambridge Analytica data scandal

In the year 2018, the Facebook-Combridge Anclytico
controversy become the greofest Al scondal in present
years, which offected millions of Facebook users' real-time
individual information. ™

In March 2018, Focebook faced o huge real security
breach which was hit with a series of problems as a result of
a Combridge Analytical, which is o strategic consultancy
firm. This way they obtoined over 87 million personal doto
records through active Facebook users where their
permission was not taken, In the year 2016 during the
presidential election in order lo help Denald Trump this
same dataset thot was collected previously, reportedly
used to influence the ouicome of the Brexit referendum thal
drew favour of the Vota Leave campaign of the president,

E.  Third Cose low regarding Al, Waymo LLC v.
Uber case regarding revealing of trade secret lawsuit
against self-driving cars

An Al based self-driving cor technology was stolen by Ubar
in February 2017 from a Google owned sell-driving car
firm named Waymao', Generally, the controversy arbited
around Anthony levandowski, who hod focused on
moking Al-bosed fechnology of machine leamning that waos
done towards self-driving cars before joining Uber. In
accordance with the charge sheet the vital materiol fact
was about self-driving car technology invented by him, This
led to the Waymo LLC v. Uber™ civil case, the setflement
wos done in February 2018, in which Uber company
decided to pay o0 $245 million compensate on or penalty
as decided by their court.

The decision of the court was that Uber was made o
eliminate self-driving cars off the road in the month of
December 2016 ofter getting traffic fines which in retum
incrensed warnings from cors which ore self-driving,
Wayme, os o result, filed o frade secret case agoinst
Anthony, and Uber fired for revealing trade secrets of other
companies ond using them ogainst his compatitor,
Anthany was sentenced ta 18 months in jail, along with o
huge omount of compensation fo be paid o both Uber
and Waymao.

F Fourth Al controversy of Google Nightingale
data controversy

There was a praject that was taken up by Gooale which is o
Silicon Valley Company olong with Nightingale Project,
which itsell was o enormous operalion system.” The main
goal was to accumulate, onalyse widespread health care
information and dota from millions of patients in those 21
states, some of which ore Lab findings, dingnosis, medical
racords, which ame actually PHI that is Parsonal Haalth
information. Theses patient's private medical information
were amongs! the raw dato collected by them, This reol sef
of data wos taken up without any agreement of doctors
ond/or potients, which involved about 150 employees
from Google, who had wide-ronging occass to n number
of patients including the emergency contacts given by them
during their stay in Hospitals.

G. Unethicol Practise of harvesting data

Mainly fullilled with federal system ot health regulations
thot provided strong guords for patients’ raw ond private
information. This debate became popular since it was
regarded as an unprincipled data picking proctices,
Google Is alreody using Al ond Big Data analytics for dato
collaction for designing innovative software. On the other
hand, the Health Insurance Portohility and Accountability
Actof 1996 stated that haspital is anticipated to admission
data which have business partners and unconsented no
healthcare functions can be taken care of for assistance.
Google wos in the news since they did not wont to go
beyond their legal standards which was in daciding not to
instruct the mass abaut their actual fime dota analysis.

H. Fifth Al powered Case - Photo-scraping
scandal of IBM

IBM is o well-known American brand which is global hi-
{ech business in terms of usage of Al and Big Data. They
produce lechnologies those are changing the world. In the
year 2019, I1BM got involved with o photo-scraping

SEC v. Elon Musk, No. 18.cv-B865 1S DNY| & SEC v. Teslo, Inc., No. 18:0v.8%47 (S.D.NY)), SEC, hitps /fwwwi sec gov/enforcement.
litigation/distributionsfor-harmed-investors/sec-v-elon-musk-cose-na- | B-cv-B884 5-sdny-gec-v-1eslo-inc-case-no- | B-cv-B947-sdny (last

visited Fabi. 10, 2025),

https:/fecaw, bbe comfnews/technology-54722362.

* Woymo LLC v, Uber Technologies, Inc., Mo. 1 7-2235 (Fed. Cir. 201 7)

Cristina. Criddle, Facebook Susd Ower Cambridge Analytica Doio Scondal, BBC News [Oct

28, 2020},

' Chodihedey, Google's Nightingala Health Record Progect Legel Under HIPAA, but Privacy Concems Mount, Eccavin (Feb, 20, 2024),
hitps:/faccovia com/bloa/gocgles-nightingale-health-record-projsci-legal-under-hipoa-but-privacy-cancerms-mount/,
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incident.” It centred on human faces across the world
amounfing to neardy T million photographs. To improve
the lacial acknowledgement in an Al-based system, |BM
haod given o set ond series of recl-time data with unevenly
for 1 million of photogrophs worldwide. Gradunlly, the
primary source of the photographs was discovered by
NBC, which was Flickr, that was a well-known onlins site
for photo-hosting.

. Debate generated about Al-based platforms by
IBM

In order fo produce knowledge which can be relied on vin
progressive machine learning, Al-based on algorithms
continuously coll for real-fime of doto which are available
on internet. Hence, an argument started obout Al-bosed
on systams that created axplicifly for the purpose of
scraping of Photo, This was done from publicly sources
which are accessible and had direct access to real-time
data, worldwide, Due o the rapid expansion in the internet
sector and this debate evolved owareness about the
utilisation of dota, among social media users. There were
instances where companies were forced and mandated to
toke information which are personal, which is legally
unconsented due fo the system generated by Silican Valley.
Their collection of doto in monopely marke! and
morietization that lead o wave of ways in ethical and
unethical debate amonast various users of this platform
and their Al generated dotaboses which were used and
beached. This was concerning aclive users' real-fime data
that was done on social broadcasting media networks ™.

XIV. CONCLUSION

The growth of Adificial Intelligence ond its applications in
the coming decades is inevitoble. If all the specific

requirements of criminal liohility opplicable fo humans can
be extended to corporations, there is no reason why they
cannot be made applicable to Al entitias as well.™

It is @ stringent idea of regulation is a good way lo contral
the criminal liability of Al objects that might quarantee
higher order sociolly ond less difficult will power of
respectiva liabilifias whare there is a case of any offence via
Al entity, which could in the end lead to wellore of the

humans.

Qur tuture is filled with skilled Al-powersd robots and
odvancement of technologies might also look horrifying in
the beginning; howevear some consider that our destiny is
bright, Instznd of deliberating the potential advantages of
Adtificial Intelligence and the way we might exploit It to
bettar our own selves. This makes a pedect sociely, or
discover differant worlds, currently experts have started out
elucidotion of the perils of Al and crecting o photo of a
Terminator in the style of a doomsday situafion. This bad
attitude is not a sign of productive things ta happen and it
must now not allow itto stifle the Al boom.

In the present world, Al is not documented os o different
entity, whether # is under the garb of national or
infarnational luw. This means it cannot be held
accountable for the domage #t causes. The principle thot is
guaronteed under Aricle 12 of the United Nafions
Convention on the "Use of Electronic Communications in
International Contracis', stoted that the person's order in
the system was configurad is ultimately 1o be held liable for
any act done by it or the messages those are generated by
that system which may be profonged up fo Al having
Liability.

* Kowen Hao, IBM's Photo.Scroping Scondol Shows Whol o Weird Bubble Al Reseorchers Live In, MIT Tech. Rev. (May 25, 2022),
hitps:/ fwww sachnologyreview com/2018/03/15/1 36593 /ibms-pheto-scraping-scandel-shows-whot-g-waird-bubble-oi-researchers-

liva-in/,

' Augmanting Humans: IBM's Proiect Debater Al Gives Human Debating Teams o Hond ot Cambridge, [BM UK Newsroom [Nov, 26, 2019},
httpsif//uk.newsroem. bm, com/2019- 1 1-26-Augmnnting-Humarns-1BMs-Projact-Debaler-Al-gives-human-debating-teams-o-hand-al-

Cambridge.
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(2018).
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Addressing child abuse as a Human rights issue: Policy Implications
and Recommendations

Dr. Anjali Dixit
Dr. Shalini Saxena
Dr. Shubham Singh Bagla
ABSTRACT

Child abuse means treating the child wrengfully. Child obuse can be defined oz physical, emotional, or sexual harm
inflicted on a child. The place where the child is suspectable fo child abuse is not just limited fo schools and daycare centres
but may also extend to the home whare the child lives. Most eftan, it Is observed thal vielence is practiced by someone who is
known by the child, Despite the fact Indio is o signatory to the United Nations Convention on the Rights of the Child, it
cannot be said that children in India are nat misireated by those in charge of their care and guardionship. Hence India
needs fo come up with strong laws and policies that can be implemented from the grassroots level which is the toundation
whera the child lives and should go up fo oll the places where the child needs fo go for iheir development. Child abuse is an
alarming issue os it is ohserved that people in dominating authority easily escape from the liability of geffing punishad as the
festimony of children is not given weightage. This scanario has 1o be changad as child abuse can impact a child's mental
and physical wall-being and can negatively Impact their development. Develop and strengthen child protection systems fhot
provide accessible and effective services for reporting, investigating, ond responding to child abuse cases. Policy
implications and recommendations play a pivotal role in shaping effective strategies 1o prevent child abuse, protect victims,
and promole accountability.]

Keywords: - Child Abuse, Preventive Laws, Rehabilitation and Human Rights

“Children are the world's most veluoble resource and its best hope for the future.*'

— John F. Kennedy

INTRODUCTION behaviour is olso seen amang those who have been
abused in their childhood. Academically vlso a child
suffers a lot with all the trauma which he'is going through,
it sometimes becomes difficult tor them fo focus on their
studies which leads 1o poor grades and there is quite o
high rote of them dropping out of school.” It is high time
thot we recognize child abuse as a violotion of children's
fundamental human rights, ond align policies with
international human rights standards and conventions

A child abuser can coma in the form of a relative, teacher,
child care worker and sometimes their own porents.
Addressing child abuse os o human rights issue is cruciol
for sofeguarding the well-being and rights of children
worldwnde. Whan a child faces child abuse it impocts the
way, he develops as on individual as being subjected to
neglect and mistreatment can aller his peyehological and

" - 1 » v .
g;clzi'::li,i?:;lozr:;ﬁaI;:’::hli::: h:::;:;fh:::: such as the United Nations Convention on the Rights of

compared to children with no history of abuse. It is 1 sad Child (UNCRC) for the welfare of children.
truth fo convey that sometimes a victim of child abuse Child weltare system needs 1o be Sirengthened and

wishes to end their life by committing suicide as some ore enforced by a strong legislation which criminalizes oll
not strong enough to remembar the incident that shattered forms of child abuse, including physical, emotionol,
their soul from the inside. Also abusad children are more sexval abuse, and neglect.” It has 1o be ensured that laws
likely to suffer mental health-reloted issues such as are comprehensive, uccessible, and culturally sensitive,
depression, onxiety and behavioural issues.” Antisocial with oppropriate penalfies for perpetrators. The nations
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need to devalop and strengthen their child protection
systems that provide accessible and ellective services for
reporting, investigating, and responding to child abuse
coses. Apart from this inter-agency collaboration among
child profection services such as: low enforcement,
healthcare, educatfion, and social services needs to be
anhanced,” By implementing comprahensive prevention
progroms in schools, communities, and haolthcors seffings
awareness obout child rights con be raised by recognizing
signs of obuse, and positive purenting should be
promoted. Alsa, ot schoal level child protection education
needs to be Incorporoted in the school curicula to
empower children with knowledge and skills 10 protect
themselves and acknowledge child abuse incidents.”

The government should maoke sura timely occess and
appropriote support services is available for victims of child
obuse, including medical care, counselling, legal
assistance, and sociol support, Lost bul nof the least, the
intervention of a child in decision-maoking process should
be given due weightage and as their needs have fo be
prioritised bearing in mind the principle of the best interest
of the child sholl be followed in all crcumstances. The
paper aims fo deliver an analysis of child obuse within the
framework of international human rights slandards and
conventions. Further, it evoluates the effectiveness of
axisting legol frameworks and machonisms in protecting
childran's rights and preventing child obuse. A descriptive
research methodology has been applied to gain
knowledge about the concept related Io child abuse

INTERNATIONAL ORGANISATIONS
PERSPECTIVE ON CHILD ABUSE

With the increasing recoanition of child abuse, many
countries have now started deboting on what should be the
criteria to define child abuse ond who sholl be given the
raspoansibility of reporting the issues of suspected obuse in
the society. it is abserved at intemational evel that cases of
abuse navar gained official attenfion as the peaple rafrain
from reporfing these issues due to the stigma of being
called the victim of child abuse,” Also, whenever a cose
has been reporied it is not unlikely 1o say that 1hay could not
be proved, According to the international findings the most
common behaviour that is regarded as child abuse across
all nations include physical abuse by parents or caretakers

and secondly it is the sexual abuse which is primarily
widespreod. " The vulnerable nature of childhood makes
childran dapendant on adults for thair upbringing, this puts
tham at risk of getting mistraated in many forms axample:
physical abuse, sexuol abuse, psychological obuse.
Authorities are not apt in even estimating the number of
world's children wo are victims of child abuse. As it is often
conhsidered a faboo fo bring the parents in frame of abuser,
nonatheless it does not dissclve them from being ane of
the prime sources from where a child gets obused. The
intemational research claims that the scars of past incident
ol child abuse prevents many from ochieving their lrue
potential, this is not just loss to the individual but o loss to
the global sociefy.”'

Child abuse has lot on repercussions on children as they
start seeing the world as a cruel place to live, they form a
sense of mistrust, onger and hatred for everyone which can
hove huge impact on sociefy,’ It is lorgely stoted of
different occasions in every seffing of thae world that
children are world's most valuable assets, still their human
rights are largely overlooked. Although UNCRC (United
Nations Convention on the Right of Child) is daing
significant work in favour of children but somehow mony
have lost faith in the cumrent child weltare system. The lock
of involvement of govermment on these sensifive issues is
ot graot concem for the NGO's o5 well. Judiciary has
important role 1o ploy In implementing child protection
policies.”” The ISPCAN (Internation Society for the
Prevention of Child Abuse and Neglect) is working for the
prevention of child abuse around the world, The mofto of
international organisation is o engage professionals who
can be of great help in preventing child abuse within
countries and who have the potential to build teams who
can assist them in fighting for the child welfare rights.
Intermationol organisation ke UNICEF (United Notions
Children's Fund) stoted that there is need to bring
owareness regarding the issue of child abuse within
general public and ultimately this fopic requires attention
from the policy makers. According to WHO (Werld
Health Orgunisation) violence in exfrema nature can resull
in deoth and disabilities ond aver the period of time if the
child is exposad ta mistreatment there Is high chances of
mental iliness, depression and anxiety, !
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Not only this, they are at high risk of using alcohol, drugs,
unsofe sex as a coping mechanism. Fusthermaore, their
chances of bacoming a wviolent character indulged in
crime and violenca is also high, No amount of enoctments
can help unless the decision makers of every notion scale
up thair efforts. Drastic aclion is requirad from the world
leaders to end child abuse in all forms. The 2030 agendo
for SDG (Sustninable Development Goals) is fo eliminate
violence against childran and lo achieve this, couniries
must enact lows that ban punishment of children by
parents, teachers or other caregivers. Sexual abuse and
exploitation of children should be criminalised.” Home
visiting progrommes by social workers or trained persons
con be of great help in long woy os they provide with skill
bullding sessions to develop the an of nurturing, non-
violent parenting through a senes of home wisits.'”
Community meelings is clso encournged os this will set the
required skill neadad to nurture a child, Intervantion by tha
governmant in child waltare will indeed reduce the abuse
rote among children, Another recommendation by
international arganisation stales that there is a need to
stop the spreod of violence by employing credible member
of the society in detecting and interrupting confiicis. Most
of the children wha go through child abuse and
mistreatment are not willing to disclose the fads to
anyone, Health care workers therelore hos impertant role
to play in identifying children who might haove been
subjected to violence and engage with them in such o way
that they help them in not going into depression and cure
these children if any sign of anxety or antisociol behaviour
is noticed in them. "

ISSUES FACED BY CHILDREN

Child victims and survivors of mistragiment, violence and
abuse can sometimes even have everlosting negofive
effact of tha incident on their mental, physical and overall
development. * The children are not provided with enough
protection by the states from abuss, mistreatment,
exploitation and viclence thay are subjected to. With o
weak low sysfem, it is nol possible for them fo come out
and seek justice. It is the responsibility of the state fo create
a safe place for the children who ore vulneroble to
becoming the victim of different forms of child obuse
prevailing in the society.” Children who hove no ane to
look after by are ot highar risk of getting mistreated.

Bording schools has also become a place where they ore
highly mistreated in the names of rules. They ore
humiliated and being made quite by insisting fear in them
of expulsion out of tha school, There con be no wrong
bigger than degrading a parson and snotching owoy his
sense of dignity specially at this impressionable age in
which children are, this attitude of the alder staff con lead
to lowering the seli-esteem of childran which he might not
get back in his entire life. Hence when o child lives by all
olone In on education system or doy care centre it
increoses the responsibility of the care tokers to treat them
with love and care instead of giving barbaric treatmant.™

It is abserved thal these issues are nol being addressed by
the authorities os their prime intention o keep their employ
ond not to moke sure that children are given humane
treatment. Therefore, this issue demands the focus of
government to bring change in tha sociaty. [t has becomzs o
stereotype fo blame the child whenever any conflict arises
and majorly it is sean that a child is given punishment
without giving them o tair chance of hearing that reflects
the dark side of the society thot how unsafe o child can feel
with his elders. Furthermore, it is sean that victims of child
abuse ora reluctont to come forward ond name the abuser
os they fear the outcomes of naming them. This happens
due to the fact that there is limded reporting system tor
raporting child abuse coses and evan if it sxsfs the
awareness about it is not much widespread. Having
distrust in the authorities comes in the way victim coming
out open in public and sharing their side of story 1o the
world, hence they are choasing to suffer in silence ond
going In depression because there is lack of
sncouragement given to the victims ond mostly it is
advised to keep the matterin the four walls.”'

REASON FOR CHILD ABUSE

There are number of reosons for the existence of child
abuse. Every case of child abuse is different from the other,
hence it bacomes impartant to discuss all the major factors
thot are responsible for the existence of this issue in society,
Firstly, it's the culiure that normalises dominating children
from their very childhood, owing to the fact they are
younger in age than the exploiter, The child abuser feals a
sense of superiority either sometimes because of the age
he Is In or the power he halds on the child.” Gender also
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ploys huge role in child obuse. Girls are regarded as more
vulneroble section of the society that is suspectoble to child
abuse. The form of child abuse thet girls go through can
be categorised os going lhrough the pressure of eorly
maorrioges, they may be subjected to sexunl exploitation by
the pervert men in the society,

Also, from a long-time bock girl are subjected to domestic
sarvitude fill foday because majority of the population still
beliaves that the right place of girls is in the kilchan, doing
household chores. The next prime reason for child abuse is
the economic condiiion the child is coming from. The
children of poor families are ot higher rate of exploitation
as they con be eosily targeted for child labour and other
farms of exploitafion.” Naot geMing access to education
and as result nol having enough income generating
opportunities for them, they are left with no other choice
but be a subject of child obuse ot the hands of rich pecple
who uses them according to their needs. The real couse
behind the prevalence of thie evil in the society is the
stigmo and fear it carries with itself. The feor of remaining
silent is insistad in children since birth sometimes by their
own families, and later from the society they live in and
instend of fighling for injustice happening with tham they
choose fo stay silent out of tear of repercussions they have
to foce if they opened their mouth.” Mot anly this
sometimas the viclims are blomed more than the
wrongdoer, this offitude hos to be discouraged only then it
might be possitle the victim to come out and seek help in
need of hour.™

PROTECTING CHILDREN FROM ABUSE:
PIVOTAL JUDICIAL INTERVENTIONS

From 1950 to 2024, the judiciary act as the protectors
from the child's sbuse and intervene in the societal setting
thot oppressed the special class under Article 15(3). Way
back from the cose of the Laxmi Kant Pandey v. Union of
India™ till Shabnam Hashmi v. Union of India,™ the Apex
Court amphasize the imporfance of welfare and tha
necessity of providing o sofe environment for child free
from sbuse. In the case of Laxmi Kant Pandey,” the
suprame courl addressed the issue of the adoption at
international level and the safety of the children sznt to
obroad. The court urdher emghasized on the welfare of

the children during odoption procedures, ensuring the
protection of the children from abuse during the
international adoption and trofficking. In  anather
landmark judgment delivered by Justice PN, Bhagwali in
the case of Sheelo Barse v. Union of Indio, “highlighted the
compelling need of run the juvenile homes with the
intervention of the stofe, so thot the children must be
provided with a safe environment where they are free from
abuse and neglect.

In the cose of Vishal Jeet v, Union of India,” the judiciary
intervene in the personal low to safeguord the right of the
childran, in this case, the supreme court direcled the
government fo toke the steps fo prohibits prostitution and
trafficking of children who had fallen victim to forced
prostitution and those who were dedicoted as devadasis
by their fomilies or communities for cultural reasons and
were currently in prostitution. In another case, M, C.
Mehta v. State of Tamil Nadu,” the Supreme Court issued
the directions to proscribe child labour in hozardous
industrias, enforcing stringent of legal measures while
ensuring rehabilifation. The right to a healthy childhood,
protection from exploitation, ond education are essential
rights that must be protectad by the State.

in the landmark judgment of the Shabnaom Hashmi v.
Union of Indie,™ the suprame court intervene again in the
personal law renlm to incorporate the unitorm civil code
which spark the debate of the adoption right in the Muslim
Law. The Suprame Court did net recognise the night lo
adopt 05 o tundomental nght. Howaver, the udiciory
upheld the role of Juvenile Justice Act that enobles o
prospective parent to adapt on eligible child. This allows
an anaobling nght irrespective of the personal low, From
fime lo fime, the role of judiciary oct as o torchbearer in
saleguarding the rights children, the opex court go of
lenath in various dimensions while determining the rights
of the children.

CONCLUSION

Tha biggest barriar in preventing child abuse is the strong
sense of family privacy and parenial rights given by the
government lo parents and also lack of effective legal
system thot con investigate the abuse reporis, Prevention
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of zhild abuse is o global need. There ore inodaquate
meosurss fo address this issus hence the support from
government is required. It is urge before the states that it
holds the power 1o make laws that suits the best interest of
the child and toke measures thot can promote their
physical, emotional and psychological wellbeing and
these children too deserves an enviranment thol con foster
the self-respect and dignity of the child, The government
has all the rights to address ond criticize the weak
protection system for children. Child abuse is a critical
Issue ond fo end this, colloborative efforts is required from
the legislature, executive and judiciary.

SUGGESTIONS

It is hereby suggested that many cases of child
maltreatment con be dealt in o privately arranged set up, if
the matter includes petty or minor facts related fo child
abuse. But if the matter demands heoring ot large scale
depending on the circumstances of the case it can be
taken belore the police, juvenile court or the supreme
courl. Also, the legislotion of eoch couniry should
encouraga the reporting of child abuse cases fo the right
authority in power. It is the need of hour that we recognise
this issue as one of the heinous crime prevalent in society
that hes ta be dealt praperly by the judiciary, so that we can
safequard the future of sach nation which is aventually its

children. For achieving this goul awareness hos to be
raised regording what con be the result of child
mistreatment, Each country should aim at improving the
quality of future policies regarding the children and should
employ enough workforce o look after this issue in every
neok and comer of the nation. Awaraness campaigns and
education regarding child obuse may bring o positive
change In the society Communities should be
encouraged to prioritize the mental health of children and
rules should be made in such o way that it serves not the
institution but wellare of children first. States should
implement the Infernational conventiens and not just
remain a member on papers but active action is expected
from all, only then it con be expected that children will get
their human rights and humane treatment in all condition.
Victims of child abuse should be given proper treatmant
and they must be provided with sofe ond non-judgemental
anvironmant where they can disclose their mishappening
without the feor of stigma and loss to reputation,
Community should treat the vichms with empathy and with
a non-blaming approach and sheuld come ferwerd in
their suppon. To end with it suggested hereby that it is the
need of hour that the nations end their culture of silence
and employee professionals who are responsible for
reporting cases of child abuse to the authorities and for
this community supportis much needed.
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Law Enforcement Agents and Debt Recovery in Nigeria :
Socio-Legal Considerations

Dennis Odigie”
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ABSTRACT

This article focuses on the continuing involvement of law enforcement agents in the pracess of debt recovery in Nigerio. This
is ugainst the bockdrop that often times, creditors resorf to non-convenlional mathods of debl recovery through the use of
law enforcement agents to harass, intimidate, assault, arrest, detdin and cojole debtors fo pay the debt. This article
considers the reosons many creditors resort fo such unconventional means in the recovery of debt. The |udicial
condemnofion that has frailed the use of self-helg in Nigerio and the existing legal frameworks for the recoveries of debtsin
Nigeria were also considered. Arising from fhe obove, the conventional procedure for debt recovery in Nigerio wos
considered, The aricle also considered the implication of the use of law enforcemant agents to recover debts vis a vis
exisfing laws and fundamental rights of debiors in Nigeria. Tha paper cancludes that debt is a civil wrong which requires
lowtul means and approach for its racovery, ond racommended that adherence to legal means of debt recovery will greatly
reduce incidence of abuse of powers by Low Enforcement Agents.

Key Words: Law Entorcement, Agents, Debt, Recovery, Creditors, Debitors,

1. Introduction

In the context of this arficle, the nexus or connecting rod
between the concepts of “law enforcement agents'’ and
‘recovery’ s debt, Consequently, we considered
desirable to kick-starting this arficle with an x-ray of the
concep! of debt and how debt liobilities may be incurred.
Debt moy be seen simply os, what somebody owss another
person. While Bryan A, Gomer” described debtas;

A liability on claim which may be o
specific sum of money due by
agreement or otherwise or a non-
monetary thing that a person owes 2.
another such as goods ar services

such os "the degre= of grafitude or thankiulness’ o person
owes his benefactor.

It is worthy of note however, that for ony debi to be o
subject that can ba recoverd through the court process, it
must be of a specific amount or value and the due date or
the daote when such liobility sught to be liguidated must
have passad. The above noiwithgtanding and although in
the present world, debis are more expressed in monetary
terms, they can still be in the form of goods and or services
which someone owes another person {which could be
reduced to monetary terms or values).

The Concept of Debt.

The concept of debt is as old as monkind ond it is sure 1o

Sheila Bone® defined debt as, o sum of money due from
one person fo another, If is garmane o stote that debt may
or may not be guantifiable; It is quontifioble when it con be
reduced to a spectic value or monetary ferm such os,
"thirty thousand naira (N30,000)". On the other hand, it is
unguontifiable when the subject or debt cannot be
reduced 1o a specific or particular amount, term or value

remain in human race until the end of the world or when
human beings may cease to be domiciled on the arth
planet. This is because human beings cannot do without
business transactions and agreements or contracts as the
society (s dynomic. In fact, man's involvements in business
transactions are on the increase in ane form or the alher
on daily basis. Added to the above is the fact that in our
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business world toduy, it is utterly impossible for o person
and or argonization (ot the micro level) and oll persons
and or orgenizations (at the macre level) to maoke effective
demand” of all goods and sarvices thay may ba in naed of,
The consequance of the forgoing is thot these economic
units are compelled to take a variety of economic
decisions which include purchases on cradit and loan 1o
finance some of the decisions / projects. Credit buying or
purchases and loan advancement for future payments on
specilic date or dates have come fo stay with mankind and
even organizotions.

Furthermaore, it must be noted that awing debt is a civil
wrong, nof o criminal wrong. In other words, desbt
linbilitias are weangs in the civil as against criminal domain
because they essentially emanate from contracts and ns
such, civil procedures ore the proper routes 1o be followed
in debt recoveries. Consequently, the use of law
enforcerment agents in debt recovery drives under any
guise or coloration of information to them is completely
out of it. Law enforcement ogents ore expected to
scrutinise and know the authenficity of any information
before embarking on any ossignment that could lead to
the infringament on ather pecple’s rights. The foregoing
wos aptly coptured by Olukayode Arwoola, JCA {as he
thenwas} In lgwe v Ezeanochie’in the following words;

But they must go about it in the most legally
approved and civilized way not to infringe
or frampla on the rights of others. As the
saying goes, where someona's nght ends,
there the right of another begins.

3. Modes of Incurring Debt Liabilities

Many circumstances may consfrain one to unavoidably
incur debt. It sufices to say thot debt liabilities may be
incurred in various ways or methods and include but nat
limited to:

(Il Under the moneylenders low," obtaining a loan
from a moneylander’ or @ person’ with or without
collateral security with a promise o pay or radeem
the colloteral on a fulure date which makes the
borrower indebied to the lender to the fune of the
amount of the loan after the due date;

[i)  Purchesing or buying things (goods and services)
from somebody or a seller on credit or without
making payment at all with a promise of future
paymen! which makes the buyer to be indebted to
the seller to the tune of the price of the goods and
services after the agreed date of payment for them;

{iil}  Buying goods from a seller and making o part
payment for tham with the consent of the seller and
promising lo pay the remaining amount an a future
datels) which makes the buyer indabied to the seller
to the tune of the outstonding amount affer the
future dale(s) both parties agreed to;

[iv) Aseller or a sarvice provider ogreeing with a buyer
or a customer fo pay for goods or services by o
number of installments in the future which mokes
the buyer or customer indebtad to the seller or
service provider to the tune of the ouistanding
installments ofierthe dus dotes;

[v)  Quistanding rant or rent in arrears which makes the
tenant indebted to the londlord or owner of the
rented property to the tune of the outstanding rent
or omount of the rant arrsars.

It must be emphasized that the above transactions will
result in debt afler the mutually ogresd dotes of poyments
by both the creditor and debtor. Frior to the mulually
agreed datels), such transactions may only be regarded as
credit focilities or credit transoctions which may be paid on
or before the due date without it constituting a debt or
being propery referred fo os o 'debt' that con be
recoverad through the court system, While the person who
awes an obligation such as the payment of money to
another is called o debtor, a person to whom a debt is
owed iz called o creditor or a debtee.

4, Plausible Justifications for Non-Payment
of Debts by Debtors

As can be seen from the above, debls are meant o be
paid. This is because the spirit behind credit and or loan
transactions is not philantropism, otherwise, such credif or

loan will not amount to and be called o debt but a gift.
Where debts are paid os and when due, it is for tha mutual

The concept of effective demand is all about the goods and services which o person or a buyer can purchase and make ‘down' payment
withaut owing the seller. It is the demand thot is backed o supported with the ability or willingness to pay. Eflective demand is a concept that
exciudes purchases an credit and thus, indebtadness. i is important fo remark that aconomic thecries have revenled that human wants are
insntioble dus fo the foct thot the resoumaes af the disposal of every human baing and even argonisations [fo make poyment or affectiva
dernond) ars insufficient and of course scarce in comparison to their wants. This of courss compels them to arronge their wants in order of
prioeity in what is called a scals of preferance and thereby offerding hem the opportunity of choasing which of the wanis 1o sty end which
of them is fo ba l=ft out. See FamiLonge, Amplified and Simplified Econemics, (Longe Ventvres, 2015}, pp. 4-4 and 257,

(2010} 43 WRN 123 atp. 155

Lages Stots Maney Lenders Low, Cap. M7.

This moy be an Indivdual ar organisation whiose business is thol of moneylending as defined in section 2 of the Lagos State Moneylenders
Low, Cap. 7.

By section 4 of the Manaylenders Law of Lages State; any parsan wha lends money of interast or whe lends a sum of money in considesation of
a lorger sum being repaid sholl be prezumied io be a maneylender until ihe confrary is proved

Buying and safling are common mercontile acirviies connected with frode and commercial ronsaciions or affoirs
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benefit of both the detvtors and the creditors. This kind of
situation does not require the application and
enforcement of the concept of "debt recovery’,

Howevar, os inherent in human noture, therz is no uniform
behaviour amongst humon beings. The consequence is
that while seme dabtors will henour their words and fulfill
their promises by paying their debis in due time, many
others will act to the contrary direction and refuse to pay
such debts as and when due. This may be:

() Asaresult of the debtor nothaving the money 1o pay
at thot material time; or

(i) As a result of bankruptcy of an individual or the
insolvancy of o company; or

(i)  As aresult of a daliberata refusal by the debtor to
pay the debt; or

(iv)  Asaresult of putting monay that is borrowed into an
investment or project that failed,

Where refusal 1o pay debt is deliberate, such debtors may
in some cases engoge their creditors in endless litigations.
In envisoging the possibility and consequences of the
refusal of debtors to poy debls and the possible reactions
of their creditors which may be grave, the low specifies and
recogniseas the procaduras for debt recovery in Nigeria. A
dogged odherence fo the lawful mode of debt recovery
can promole a peaceful coexistence in the society,

5. Effect of Debt on the Creditors and the
Debtors

Debst has positive and negative effects on the creditor and
debtor. On the positive side, while debt allows a debtor 1o
provide solutian fo some immediote problems which ore
capable of crippling his plans, dreams or business and if
well monaged, con pove a way for the debfor to break
even, pay his debt and stand on his own thereby
constituting growth and development o the larger society;
it mokes the creditor a promoter of growth ond
development in the society at the same fime increase his
capital aspecially when ha did not grant interest free loans
ond where he ottaches more charges fo future paymenis.

On the negative side, debt can smear the relationship

between the creditor and debtor can resuli in litigation and
various forms of violation of fundamental rights. The
debtor may be seen as a person of little conscience and
reputation by other persons while the crediior may be
taken as o merciless parson. Thus, where debt is paid as
and when due, It is @ win - win for both the debtor and
creditor whereas, where it is not paid as ond when due,
both parties are offedied negatively in one way or the
other.

6. Judicial Perspective to Use of Law
Enforcement Agents in Debt Recovery

As can be seen from the immediate praceding subsection
of this article, debt can impoct negatively on both the
creditor and debtor. While the debtor is battling with the
heavy burden of debl, the creditor is being frustrated in
recavering his money ond thus, bacomes impatient with
the debitor in the absence of evidence of means of early
payment of the debt,

Quite often, impafience an the part of the creditor leads to
adoption of unethical or extro-judicial means and ways of
debt recovery. The unconventional methods include the
publication of the nomes of debtors in print and social
medio,’ use of ogaression and ever assault by the
craditor on the debtor, use of debt collaction agents’ such
as thugs'” and law enforcement agants” who oftan times
harass, intimidote, molest, arrest and detain the debtors
and their guorantors'’ or sureties in the process of debt
racovery. Il is noteworthy that where tha police or law
enforcement agents are used by anybody through
whatever information for debt recovery and in the process
harass, melest, infimidate, armest and the debior,
guarantor or surely or an innocent passerby, the police or
low enforcement agent ond the creditor on whose instance
such arrest and detention or other violations ware mada
are liable. This wos rightly and succinetly couched by
Odigie 0. U" thus:

Where the person detoined did not commit a
crime and he is arrested by a police officer,
the police officer would be liable for unlawful
arrest, If the amrest was masterminded by any

m

Some creditors who often limes grant loans through the intemet usvally resar 1o blackmail and publication ol the names ol their debiors in the

social madia through text or sms and Whatsopp masseges to all their contacts

" Dabt collection ogents are individuals or persons that are narmally contracied by creditors fo recover debts from debtors on feas or
commuission which may be @ percentage of the fotal debt. If is the interest of this fee thal moy make the collechion agent fo dlose his eyes fo the
lawkul ways of recovering debis even whan lhere ame dore comequances for the use of legally unapproved methads

Qroups.

of the private nght of onyoody.

This includes known tauts and criminals as well as many parallel security and unilarm persons in some secunty companies and wgilants
Low enforcement agents ans public officers who ore paid from public funds and who cught 1o enforce public lows os ogainst the enfarcement

Aguorantor is o parson who pledges poyment or perfarmoence of o contract of another, but separolely, oz part of an independent contract with

the abligee of the original cantroct. Fe guarantees the yoad behavigur of parsen in o nontract of employment ar the repayment ol o loon and
who pledges 1o ba held llable farany theh or connected intractions or the repayment of the loan respectivaly.

Law of Torts: Text ond Cozes, (Ambik Prass Ltd., 2008}, p. 27. Ses also, the cose of Mciaren v Jennings {2003] 3 NWLR [Pt. 808) 2470 whara
the court specifically stated that, “the peliceman ars equally liokbls fo the plantiff, since the police are nat empowered to be debt collectors
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person upen a false complaint, that persen
wiould be liobls for falss imprisonment. The
plointift has the option of suing both the
complainant und the police officer together,
jointly ond severnlly, for domages for
unlawful arrest and false imprisonment, If is
irrelavant that tha plaintiff enjoyed some
comfort at his place of detention,

All the above unethical methods of debl recovery are what
the low refers o os self-help. " The use of self-help adopts
harassment, intimidation, arrest, detention ond even
physical ossaull as 1ools. It results in the violation or
infringement on the rights of debtors as well as other
innocent parsans who may coincidentally be at the scene
where debis ore being recovered. In faci, there are
instorices where self-help had resulted in the death of
either party,

Beside stotuies, the courts have severally condemned self-
help especially os it relates to the use of policemen,
soldiers ond other unitorm men in strang terms. Credenca
would be laid to this assertion by o brief examination ot
what the courts have said conceming seli-help in soma
cases. In the case of lgwe v Ezeanochie,” the court said:

The police are not and should not in any
community of civilised people be used os
debt or levy collectors. The courts have in
strong terms condemned the use of
policeman and soldiers in the resolution or
setflement of disputes amongst peaple, as
such use of policemen often lead to
infringement on the fundamental rights of
others,

In that case, while ogreeing to the need of recovering
debts but with emphasis on the legally approved ways, the
court posited thus: "

There is no doubt that, what the respondenis
want more from the applicants is the payment
of their levy for the security of their areg. But
they must go about it in the most legally
approved and civilised way not fo infrings or
trample on the rights of others. As the saying
goes, whare someone's right ends, there the
right of another begins. If the respondants
had felt strongly against the refusal or failure

19 pay security levy by any or all of the
applicants, there is dsfinitely on approved
way to recover or moke defoulters of such levy
1o pay, rather than threolening, harassing
and or intimidating as alleged by the
appellonts.

In the case of Anocgwe v Odom,” lta George- Mbaoba,

JCA, said:
To make matters rather worse, the invitation
of the Police to intervene in a matter that is
purely civil in nature connot be justified
under any circumstances. The dufies of the
police as provided under section 4 of the
Palica Act, Cop. 359, lows™ of the
Federafion of Nigerio, 1990 does not
include settlemant of civil agreements
between parfies.

Whila waming persons who are fond of using the pelice in
civil matters in that cose, the court soid, "A private
individual who uses the police to sefile score, would
himeelf be liable for tha wrongful oct of the police.” In the
same vein, the court stated in Ogbonna v Ogbonng,”
that,

The pelice hove no business halping porties
to seftle or recover debis. We also
deprecated the resort by the aggrieved
creditors, to the police 1o arrest their deblors
using one guise of criminal wrang doing ar
another.

Similarly, while frowning at persons who embrace
ministerial act os against judicial ane in resolution of civil
matters af the same fime admonishing the police jo be
wary of being used, the court stated in Nkpa v Nkume,”
thus:

We are of the view thot, evan if the police
have bean shown to have ramoved the mill at
the defendants instonce, the defendants
would nevarthalsss have been liuble for the
wrongful sezure of the mill, since they would
have set in motfion a ministeriol oct os
opposed fo o judicial one..., Police officars
must be wory of being inveigled into a
situation in which they find themselves
becoming parisan agents of wrong-doers in

“ Seli-help is an attempt 1o redress a perceived wrang by one's own action rather than through the normal legal process. Ses footnote 2 af p,

1391,
" [2010} 43 WRN 135.
* lbid,olp. 155,

" [2016} LEPLR. - 402 14; Ses olso the coses of Mclarence v Jemings (2003) 3 NWLR (P1. 808) 470; Afribank v Onyima (2004) 2 NWLE (Pt
BS8) 654; Nkpan v Nkume (2001) & NWLR (P1, 710} 543 and sechan 35 of the Canstitution ol the Federal Republic of Nigena, 1979
“ The Police Act was later incomporated as Cop. P19, Laws of the Federation of Nigeria, 2004, and now re-enatted as tha Nigeria Palice Act,
2020, The duties of the Police are confained in sactions 4 and 5 of the 2020 enactment.
* [2014) LPELR 22308, (2014) 23 WRN 48;; Osil Ltd. v Balogun {20121 7 WRN 143 atpp. 173-174
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the pursuit of @ privofe vendetta. Such show
of power which is becoming too frequent in
our society must be discournged by all those
who set any store by civilised values.

Alihough the police ond creditors were specificolly
mentioned in the obove cases, it is imporiant to remark
hare that the police are only heing vsed os reprasentative
of other securily agencies or organizations as they are nof
excluded or spared of the coandemnation arising from their
usage in debits recovery, In the case of Diomond Bank Ple.
v H.R.H. Eze (Dr) Peter Okpara & Ors.,” the Economic
and Financial Crimes Commission (EFCC) as well as ofher
security ngencies wers told in plain terms that their duties
do not include investigation and or rasolution of civil
transaction disputes. This was eloquently stated by Boge,
JSC, when he said:

It is important for me to pause and say hers
thot the powers conferred on the 3rd
Respandent, i.e. EFCC 1o recaive complaints
and prevent and / or fight the commission of
finoncial crimes in Nigeria pursuant to
section &(b) of the EFCC Act does not extend
to the investigation and / or resolution of
dispuies ansing or resulting from simple
contracts or civil trunsactions in this case.
The EFCC has an inherent duty fo scrutinise
all complaints thai it receives carefully, no
matter how corefully crofted by the
complaining porty, and be beld enough to
counsel such comploinants to seek
appropriate / lawlul means fo resolve their
disputes, What is even more disturbing in
racant fimes is the way and manner the Police
and some other security agenciss, rather
than focus squorsly on their statutory
functions of investigation, preventing and
proseculing crimes, allow themselves to be
used by overzealous and / or unscrupulous
charocters for the recovery of debis arising

from simple contracts, loans or purely civl
transactions.. The EFCC is not a debt
racovery agency ond should refrain from
being used as such .

It is imporiant for oll persons including creditors to know
that all human beings including debtors hava fundamental
rights” and as the Supreme Court perfectly and rightly
held, "o fundomental right is certainly o right which stands
above the ordinary low of the land " See Badejo v
Federal Ministry of Education,”

7. Legal Framework on Debt Recovery in
Nigeria.

Although the courts are there to resolve issues of debt
recovery, il is the expactation of the law that the parfies
especially the creditor must first attempt to use other lawful
meons of securing the poyment of the debt before
resorfing lo litigation. In fact, the low™ requires avidence
of stfort gearad towards out of court resolufion befare the
commencement of a caurt action. Such evidence must be
ledged belore the Registrar befora the cour process is
occepted for necessary action.” This we shall see vividly
when we consider the conventional procedure to be
adopled in debt recovery.

As can be deduced from the requirement of submission of
a statement of compliance with pre-action protecols to the
Registrar before the institution of o debt recovery case,
court lifigation is the last resor, It is important to remark
that lower and higher courts have jurisdiction fo
adjudicate cases of debt recovery. A combination of the
geographical location of where the transaction ook
place, the nature of transaction, the parfies involved as
well os the amount or volume of money determines the
court that has jurisdiction. Consequently, the Magistrates
Court, the State High Court and the High Court of the
Federal Caopital Terrtory as well os the Federal High
Court™ have jurisdictions to determine debt recovery
cases.

[2001] 6 NWLR 543 at pp. 548-549
[2018] LPELR 43907 (5C}.

s B M

S - g

40

Ibid. See pp. 18-30. See also, the judgment delivarad by Justics lyobio Yerima of the Oyo State High Court in Suit No. M/377/2020 filed by
Mr Kolawale Oyedeji against EFCC and Messrs Segun Qloruniuyi and Qlubunmi Adejarin [unreported). )

The Constifution of the Federal Reaublic o Nigena, 1999, as amended, provided for fundamental nights in chapter IV which include; right ta
Iite, right to dignity of human person, right 1o personal liberty, right to freedom of movement and right to freedam from discrimination. Thus,
the use of low enforcement agents in harassing, infimideting, arresting and delaining debtors espedially in civil cases consfitule infringements
on fundamental rights,

Faoinote 8ot p, 134,

[1996/ 43 LRCN 2100,

Lagos Civil Procadure Rule, 2012.

Ibid. Sea Ordar 3 Rule 2(1] (e). The avidanca that must be brought before the Registrar includa filing Form D1 and Statemant of complianze
with pre action prolocal

This is on the authority of 2ection 26 1(1] (d) which empawers the Federal High Court 1o exercise jutisdiction to the exclusien of ony ather coun
in ool couses and mottars connacted with o perdaining fa banking, bank and ofher financial institytions including any action between one
bork and anotherexcapt disputes in respact of transactions batwazn the individuel custamer and the bank
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It is worthy of note thai money lending is regulated by law.”
In Lagos State,” no money lending contract is enforceable
unless a memorandum in writing of the contract was mads
and signed by the parties to the contract or their respective
agents.” The memorandum shall contain all the tarms of
the contract including the dote on which the loan is mods,
the amount of the principal and the rate of interest per
annum,™

Where the deblor is o corporate organisation, the law™
provides that a company is deemed and can enly be
declared bankrupt or insolvent in Nigeria if it is unable to
discharge o debt of a minimum N200,000 when
demanded.”

It is apposile to stale that the law” specifies o time
limitation of six (6] years excluding the year the contract
was entered info ond executed™ for the institution of debt
recovary cases involving debts emanaling from simple
contracts.” It must be remarked here that the period of
limitation essentiolly storts counting when the cause of
action arose.” Where the craditor dalays his oction and
he ollows & years fo alopse after the cause of action has
arisen, his right of action shall cense to axist.'” Besides the
abaove, there is the reguiremant of writing in landing
transoctions and sale of lond fronsactions.

It should howsvar be noted that altheugh geing by the
Statute of Limitation, whers a creditor fails 1o fake action
for the recavery of his debt within & years, he is statute
barrad, the court may still enteriain the case where thers
has bean a braak in the chain of cousation, For example,
where o debtor expressly admits or pays parf of the debt
within thal period of 6 years.

8. Lawful Means of Debt Recovery.

Having x-rayed the existing legal framewaork for the
recovery of dabls in Nigeria and the condemnation that
had troiled the use of self-help ond involvement of law
enforcement ogents in debt recovery, it is perfinent to
briafly highlight the legally opproved procedures for the
recovary of debis in Nigerio which can guorantes a

peaceful coexistence in the society. The procedural
expeciations of law in debt recovery are asfollows:

8.1 Procedure Agreed upan by Contracting Parties:
MNormolly, there must be o contract between the cradior
ond the dabior before the issue of debt will anse. Such
agreemsnt may ar may not be in writing. Whichever form
the ograement takes, i the parties averted their minds 1o
the possibility of defoult in payment and the possible
procedure for the recovery of the debt, the parties
especially the creditor should exploit that procedure
accordingly. The procedures that are commonly specifiad
by parties include submission o mediation, arbitration or
institution of o court action or litigation.

8.2 Where there is no Procedure Agreed Upon by
the Parties,

Where there is no clause in the agreement regording the
procedure 1o be followed in recovering the debt, the law
expects thal the craditor shall first of all make ademand for
the poyment ot the debt, This may preferably be in the form
of discussion with the debtor through physical contact ar
even lelephone call. Where there is o refusal to pay the
debt ofter such demand, the law expects that the demand
for the payment of the debt should be made more formal
through the writing of o letter of demand. Such letter is
expected fo confain the names and oddresses of the
parties, the amount of the debt, the period within which
payment should be made ond the consequences of non-
payment. i is advisable that such letter should be
dispatched threugh o medium by which acknowledgment
is to be ablained.

8.3 Alternative Dispute Resolution without Third
Parties:

Under this debt recovery procedurs, the creditor ond the
debtor are expected fto meet with reconciliafory /
conciliatory aftitude and where possible (i) renegofiate the
debt for instance agreeing to drop the accumulation of
intarest on the copital; end (i) restructure the dabt for
instance giving room or creating avenue by the creditor o

Manay lending business was fermally reguloted concurrently by both the Fedoral and Stetes Govarnmants of Nigaria. However, with the
repeal of the Meneylenders Acl, the business i now mguloted by the Maneylender Laws of the various States ol Nigera, In thes onticle, we
shall moke referance 1o the Lagos State Monaylenders Low since Lages is the commarcial hub of Nigena,

“  Logos Hate Monaylenders Low, Cop, M7,
“  Ibid. Sae section 13(1),

“  Ibid Seesubsection 3.

“ Gompanies ond Allied Motters Act, 2020
* Ibid. Ses section 572(a).

"' Statute of Limitation Law,

*  Ibid. See saction 21(1} [a)

#l

There are two basic types of controcts nomaely tarmol and simple contracts. While a formal or contract under seol is a contract made by
deed, o simple conlract comprites all other cantracts whether ar not fhey are in wiiting or by words of mouth, See Sagay, | E,, Nigerion Law
of Conttact, 3rd edifion, {Spectrum Books Limited, 2018), 7.

A couss ol action lor the recovery of debt is said fo arse or accrue when thers is demond for the payment ot the debt and there s refusal on
the port ot the deblor. Thus, where thera is no demund made, thare con nevar be o couse of oction or which a legal oction is fo be founded
See the cose of Hung v E.C, Invest, Co, Nig, Lid,, [2016] LPELR - 421725 (CA},

Foomale 37, See section 12(1) (¢} thereof and the case of Okoanta & Anor. v Egbuna {2013) LPELR 21253 (Ca),
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enable the debtor pay the debt on installments and or
allowing payment(s} over a longer period of time. This s
with a view of making it aasy for the debtor to pay the debt
at tha same time affording tha crediter the opportunity ond
possibility of recovering his money without fhe involvement
ofthird parties and without litigation:

8.4 Alternative Dispute Resolution involving Third
Parties

Where the parties are not able to settie the Issue omong
thamselves, they con allow a third party to come in ond
mediate between fhem, This may still involve renegotiation
ond restructuring but this fime coming through a third
party. Aport from mediation, third parly may be allowed to
come in whera both parties agree to submit themselves fo
an arbitration panel that may look info the dispute and
coma up with acceplable decisions to the parlies and
which may loter be enterced by the court.

8.5 Litigation:

Where an individual is bankrupt or an organisation is
insolvent und oll the above discussed steps foiled to secure
the recovery of the debt in question, the creditor could still
racover his money or debl due 1o him through the court in
an action, A claimont may be gronted the right 1o apply
summarily to court for issuonce of o writ of summons fo
recover the liguidated debt. Where it is on arganisation
that has been declared insolvent in Nigeria having failed
to discharge a debt of o minimum of N200,000, winding
up proceedings may be commenced in courd 1o be
accompaniad by an application lor the preservation of tha
property of the company pending the determination of the
suif.

9. Reasons for Resort to Extra-judicial
Means in Debt Recovery.

Tha major factors that contribute to high incidence of debt
recovery by extro judiciol meons include illiterocy and
ignorance, delay in judicial process, level of impunity ond
lowlessness in the Nigerian sociaty, poverly resulting in
inability to fund litigation, eic.

It is surprising but true thot despite the fact that the low as
espoused obove |5 agoinst the use of self-help, many
creditors are adament, blind and deal 1o the law thereby
allowing it to continue unobated in our society, Some of
the theories ar propositions that have been used to justify
the used of self-halp include the fact that lifigation ofien
times is expenswe ond time cansuming. Although,
ignorance of the low is not on excuse unless the low
specifically states so, it is o bane or clog in the whesl of
exterminating self-help. On the part of the creditor, he may
not know the gravity of the infraction of law he is
committing and on the part of the debtor, he may be
igriorant of knowing his right ond whot o do should his
right be violated. Again, some creditors ore proud and

tend to use self-help paricularly through the use of low
entarcement agents to establish their superiority aver the
debtor and boosting their ego by infimidating the debtors,
Finally, there ore many ignarant, overzeslous and
wheeling horses among the law enforcement agents who
ora willing to be used by creditors as fools for peanuts.

10. Concluding Remarks.

In concluding this orticle, we wish to vneauivocally stote
that debt 1s o civil wrong whose redress lies in awil
procedure that doas nol require sell-help. Be that as it
may, no |usfification of the use of law enforcement agents
for debt recovery can stand the test of time os It is all
illegality, Nigaria is o country that is governed by the rule of
low and must be seen as such In reality. Consequently, it is
our considered view that the implementotion of the
suggestions made hereunder will bring sanity into our dabt
recovery system and we shall be befter for it It is hereby
recommended as follows:

i I should be made compulsory for all law
enforcament agents at the point of enlistment and
ragular bul periodic iraining to seat for ond pass o
course that should be centered on the distinclions
between civil and criminal wrongs with on oath
never fo meddle with the enforcement of the civil
ond privete nght of onybody. This is ogainst the
backdrop thet it is only through training and
refraining of the law enforcement agents that the
goal of strict adherence to the performance of their
profassional dufies con be achieved,;

(i} There should be regulor jingles for public
infermation or enlightenmen! possibly by the
National Orientation Agency on the undesirability
of selt-help in our society. This is because illiteracy
and ignoranca are still very high in Nigerio such that
judicial pronouncements and statutery provisions
are relotively hidden from people whe do not have
the privilege of education and who are conversant
with the law;

[iii)  Persons whose rights are violated in the process of
self-help should be encouraged to seek redress.
This may be threugh public enlightenment for
people to know their rights and possibly through the
provision of pro bono legal services;

(iv) The rules of court should moke it mandatory for
exemplary ond punitive domaoges to be oworded
against any creditor who resorts 1o the use of low
anforcement agents in a dabt recovery drive and
also the agency who ollows its personnel fo be so
used.

[v)  Establishmentof speciol courtsfor debt recovery.
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In Digmond Bank Plev. Opara® Bage 1.5.C said;

The power conferred on the EFCC by Section é{b) of
the EFCC Act does nol extend to the investigation
and/or resolution of dispute arising or resulting
from simple confracs or civil transactions ...The
EFCC is not a debt recovery nbency and should
refrain from baing used as such,

Police have not legal powers to recover debts ;.
InKen Nwaforv. EEC.C" , B.A.Georgewill J.C.Asaid;

It is neither the duty nar the power or function of the
EFCC to serve as ogents of any person be #
individval or o corporate cifizen or even of
Gavernment at either the Federal or State or Local
Government level, to collect debls from deblors,
under any guise or pretext of investigating a crime in
a purely civil dispute without anytinge of criminalify.
In Okafor v, AIG Zone 11, Onikan ™, it was hald that any
complainant who engages the police or other Agencies

with coercive powers lo enforce o contract is liabla in
exemplary damoges. See also: Osil v. Balogun®, Ibiyeys v
Gold"', Ogbenna v Ogbonna®, Section 4 of Police Ad,
Section 35(6} of the Conctitution.

Written Undertaking to Pay Debt Signed by A Suspect
at the Police Station

Jucob Omman v..Darlington Ekpe ", Oraka v. Oraka™.

Obtaining Exparte Order from Magistrates to freeze
Bank Account of Suspect

In Mrs. Eunice Odidiri & Ors v, IGP ", Inyang Ekwo.J held
thot fellowing the replacement of Section 7 of the Banker's
Order, o Magistrate lacks power to enferfnin Exparte
Motion from Low Enforcement Agents or individuals to
grant Exparte order 1o freeze a suspect's account. |t has
been held in a line of decided coses thot the proctice is
unconstitutional .
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Digital age Versus Privacy Rights: Legal Hurdles and
Contemporary Challenges

Mrs. Falguni Pokhriyal*
Ms. Tanishko Solanki**

ABSTRACT

In the currant milieu, the pervasive necessity of technology in accomplishing diverse tasks has bacome increasingly svident,
emarging as an indispensable element in the lives of individuals. Despite its ubiguitous utility, this reliance on technology
introduces o multifaceted concemn, as it harbors the potential fo adversely impoct various facets of life. The extensive
utilization of the internat, while serving us o valuable resource, concurrently gives rise to apprahensions surreunding privacy
concerns. Individunls, in their substantial engagament with technology, occasionally veer towards employing it for
inappropriate purposes, thereby exacerbating the complexities associated with safeguarding personal privacy. The
escaloting integration of techriology into sociaty has propelled the pnvacy rights fo the forefront as paramount concern, The
consfitution of India, however, confers the Fundomental Right i.e., the arlicle 21 which recognizes the right fo privocy as an
essential component of the right to life and personal liberty. This surge in technological advancements has given rise to
amyriad of challenges, with online surveillonces, dota breaches, identity theft, location tracking,ond cyber security threats
emarging os prominent issuves, The Section 43-A and 72-A of the Information Technology Act, 2000 were explicil provisions
protecting an individual's personal data. The Personal Data Protection Bill, 2019 was introduced in the Lower House of the
Parlioment and before that, The Droft Bill was made which is called The Personal Data Protection Bill, 2018 by the Supreme
Court Judge B.N, Srikrishna. This research paper delves info the dynamic realm of “The Right to Privacy in the Digital Age”
exploring its legal implicafions and challenges.

Keywords: Digitol Age, Privacy Lows, Article 21, Dota Protection, Fundamental Rights.

“Right fo Privacy of any individual is essentially a notural right, which inheres in avery humaon being by birth. Such nght
remains with the humaon being till he/ she breathes lost. It is indeed inseparable ond inolienable from human being. In other
words, itis born with the human being and extinguish with human being”.

—Justice Abhay Manchar Sapre’

Introduction

The Oxford English Dictionary defines Privacy as The state
of being alone ond not watched or disturbed by other
people’, also defines as 'The state of being free from the
aftention of the Public’.’

According fo the Black's Law Dictionary Privacy means ‘the
right thot determines non- infervention in secret
survelllance and protecting an individuol's informatian, it is
of four categories. First, physical: an impasition whereby
another individual is restricled from experiencing on
individual or situation. Second, decisional: the imposition
of on exclusive restricion on an enfity. Third,
informational; the prevention of searching for unknown
information.  Fourth, disposifional: the prevention of
atempts made to know the minds of individuals.”

In contemperary society, the technology innovates
something new day by day, I permeoles every facel of

individual's life. Due fo the advancing landscape of the
digital oge, the Right te Privacy emarges as a pivotal and
nuanced concamn. Numerous websiles aither private or
governmental gather individuals private doto and has
potentiol 1o be used in vorious appropriote or
inoppropriate ways.

In August 2017, the debate arises in the matter of ‘Rightfa
Privocy’ as a fundamental right, yet the Hon'ble Supreme
Court of Indie decided it to be fundamental right.
According to fthe Adicle 21, ‘Protection of Life and
Parsonal Liberty: No person shall be deprived of his life or
personal libsrty except according to procedurs
estoblished by law." It is the most imporiant nght under the
Indian Constitution. This ariicle iself contoin many aspects
of the Rights related to pratection of individual's life and
personal liberty of them, It also includes having the ability
to live a tull life with dignity and pyrpose,

*Assistunt Professar, School of Legal Studies, Jigyasa University, India
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Justice Abhay Manochar Sopre in the seporate verdict of Aadboar Judgment
Understanding the lock of privecy in the Indion Cultural Cenreat, Digito! Empawerment Foundation (2017)
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Historical Perspective on Privacy Rights
e  AncientAnd Medieval Period

The Right to Privacy finds roots in early lsgal doctrines ond
cultural norms thaot recognized the sonctity of personal
space. The Hindu Granthas kriown as "Dharmashastras’
and ‘Hitopadesha'established the concept of privacy
stating that topic about worship, personal details, family,
lifestyle and sex should be kept contfidential, Texts like
Manusmnti and Arthoshashire by Kautilya mention detoils
of personal space and confidentiality, specifically in the
matters of family and governance. Howaver, at the time,
the definition of privacy diffared, and technology did not
exist. As o result, no rules governing privacy were

established.
. Colonial Period

Colonial Periad, the concept of privacy underwent a re-
exarnination dafing back o ancien! times and was
redefined through the Consiitution of India Bill (1895).
This represented one of the earliest efforts by Indions in the
process of consfitution-making, Following fthis, the
Commonwealth of India Bill {1925) champicned the idea
of non-interferance in an individual's dwelling,
emphasizing the necessity of adhering to due process of
low. Hence, we can say thot the concept of privacy exists in
the society befare making any laws and orders regarding
the privacy and people of the society follow this by the
ancient text and the rules making by their kings that time.

. Post- Independence Period

The Indion Constitution was estoblished in 1950
Following it, several medifications end legislation were
developad. Adicle 21 emerges, including o broad
description of the right to life and persanal liberty. In 1954
the Highest Court of Indio hod to oddress the question
arises obout privacy and the cose of M.P Sharma v. Sofish
Chandra’ goined attention, it wos India’s First Instance
involving protection agains! excessive searches and
seizures. In the case of Kharsk Singh v. State of Uar
Prodesh’, the nght to life refers to the dignified human life,
rather thon "Animol Existance’. In this verdicl, the Apex
Court noted that right to privacy is not safeguarded under
Indian Consfitution,

Legal Hurdles in Protecting Privacy Rights
1. Judicial Ambiguity and Inconsistency

Judges' viaws of the definition of privacy have changes
significantly throughout Indio. This growth is @ result of

growing awareness of individual rights, technology
odvancement, and shiting society ideals, The noture of
the privacy rights 1s unclear dus to the ambiguity and
inconsistency of the judges. In Kharak Singh v. State of
Uttar Pradesh, it was held that the right to privacy did not
recognise as the fundamental right

But in the case of Govind v, State of Madhya Pradesh’, the
privacy may be weighed ogainst stale objectives ond
established the notion that it might be o fundamental right,

At last, in cose of Justice K. S Puttoswamy v. Union of India,
the court concluded unanimously that the right o privacy is
o fundamental right gueronteed by the constitution.

Justice .Y Chandrachud on bahalf of Chief Justice J.5
Khehar, Justice R K Agarwal, himself ond Justice 5. Abdul
Nazeer, delivered the main judgment that --

The Jludgment soys:

"Privacy includes ot its core the preservotion of
personal intimacies, the sandlity of fomily life,
marrioge, procreation, the home and sexuol
orientation. Privacy also connotes a right o be left
alone. Privacy saleguards indwidual autenomy and
recognises the ability of the individual to contral vital
‘ospects of his or her lite. Parsanal choices governing
o way of life are intrinsic fo privacy. Privacy protects
heterogeneity and recognises the plurality and
diversity of our cullura. While the legitimate
expectation of privacy may vary from the infimate
zons fo the privote zone and from the privote to the
public arenas, it is important to underscore thot
privacy is not lost or surrendered merely bacause the
individual is in a public ploce. Privacy attaches fo the
person since it is on essential focel of the dignity of
the humen being,

2. Baloncing Privacy with Naational Security

Itis challenging to achieve a balance between the needs of
nationyl security and balancing the privacy rights. Fer
protecting the national security, prevent the public crimes
and all, government use the surveillance measures which
infringes the rights related fo privacy of the individual. The
odvancement of fechnology has made mass surveillonce
programs possible, such os those ulilising CCTV comeras,
drones, telesphane fapping, and internet monitoring.
These programs present serious privocy issues. The case
of, PUCL v. Union of India’, The Apex Court
ocknowledged privacy under Aricle 21, but ollowing

' M.P Sharma v. Satish Chondra, {1954] | CSR 1077
b Kharak Singh v. State of Uttar Prodash, (1964) 1 SCR332
Govind v. State of Madhye Pradesh & Anr, 1975 AIR | 378

' Suprama Court of India, Digtal Suprome Court Reports, delivered by 0. Y Chandrachud

Y PUCLy, Union of India, AIR 1997 5C 568
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surveillance for national security. To prevent the misuse of
telephone topping, and other factors that violates the
privacy right ofthe person, it craated critaria that required
auvthorisation, review, ond a restricted length, However,
the petitioner contested the legolity of the Section 5(2) of
the Indion Telegraph Act', 1885 for violating right to
privacy. Same as in the Aadhoar Judgment, inwhich
compulsory the biometric data collection and linked it 1o
various services, the cour! established three - part test for
any law infringing on privacy: legality, necessity and
proportionalify.

3. Commercial Exploration of Personal Data

It mainly refers to the practice of collecting, analysing and
using of individual's personal dafa primarily for generate
the profit, It olso forgetsadvertising, morket research,
publication of the individual's sensitive information. The
biggestexample isthe case of R. Rajagopal v. State of Tamil
Nodu'!, alse known as the Aute ShankerCase which is
about privacy rights and has greal emphasis on media
publications, The pstitioner argued that the state
interfered with the publication of an autobiogrophy by o
death row inmaie. The court inferprets the rights related io
privacy mainly in relation fo state actions and media
publication and ruling thet the stale could not infringe the
privacy rights of the individualby publicising things without
legal justification. The court also said that there is a need
of boloncing both the privocy rights ond freedom of
speech, Also, Phoolan Devi v. Shekhar Kapur™, case, The
Dalhi High Court noted that if the public has an interest in
the story, the depiction of parsanal and sensitive aspec! of
hisfher life without consent so, it violotastheir right to
privacy.

4.  Informed Consentand User Awareness

These doys, the majority of individuals are not sufficiently
informed obout technological advancements or privacy
rights. These folks hod to deal with more than only the
issue of doto breaches; as a result, several serious crimes
occur. They are unaware of the methods utilised to gather,
process, and utilise parsonal data. Usars must be made
acutely aware of the risks ossocioted with orfificial
intelligence, technology, and their right to privacy.

In 2020, The Indion Government establishad Nationol

Cyber Security Coordinatar (NCSC), Lt. General (Retd )
Rajesh Pant said --

"We are olso implementing o project called ICAPS.
That s the Indian Citizen Assistance for Mobile
Privacy and Security. It is o project where the objective
is to build an integrated server system, which can
collate all the mabile secunty-related information
and pravide customized and actionable knowledge
to individual Indion citizens to secure their
mobiledevices und data on those davices."”

5. Privacy in the Context of Digital Platforms

The primary legal obstacle is expressing onything on
digital plotforms that puts someone's life in danger. The
lorgest source of persenal information leaks is social
media, including Focebook, Telegram, Instagrom,
WhaisApp, and others. These plotforms also disseminate
folse information. In Shreya Singhal v. Union of India”,
case the Section 64 A of the Informatien Technology Act”
was challenged because of criminalized “offensive” enline
massages, The Apex Coun of India, in the judgment,
declared the saction 66A of IT Act was unconstitutional
because of its vagueness and overbreadth. The terms
"offensive’ and "menacing’ were not clearly defined. While
there was o need to proted individuals form the harmful
content, There is so many things which need to recognize
and profed! individuals framharassment and abuse which
done in the digital plotforms, In the digital age, the Shreya
Singhalcose was a mojor step towards defanding the rights
to free exprassion and privacy. This decisionestablished a
standard for protecting digital rights and combating
cyberbullying.

Existing Laws in India
e TheInformation Technology Act', 2000

The low, went into effect in order to recognize transoctions
thot were conducted using electronic dato. The IT Acf's
Section 43A requires thot Sensitive Personal Date and
Information {SPDI) be implemented with a suitable level of
security, In addition, unouthorized disclosure of personal
information is punishable under section 72A. In order fo
include precise provisions on dota protection, this
legislation omended in 2008.

e  TheAodhaarAct”’, 2016

The main objective of this act is to make it sasier for
individuals living in Indio to receive subsidies ond services.
According to Section 22 of the oct, no one may shars

" Indian Telzgraph Act, Act of Parliomant, 1885, India
" R. Rojagopal v. State of Tamil Nodu, AIR 1995 $C 264
" Phoolon Devi v. Shekhar Kapar and Ors, 1995(32) DRJ 142

""" Rajesh Pant said in Notional Cyber Security Coordinator, IMC | Asia's Largast Tach Fast

" Shreya Singhal v. Union of India, AIR 201 5 Supreme Count 1523

" Informatian Technalogy Act [IT Act, Section 864, Adt of Pardiament, 2000, India

" TheInformubon Technology Act, 2000, No. 21 of 2000, India

" The Aadhaar [Targeted Delivery of Financial and other Subsidies, Benefits, and Services) Act, No. 18012016, India.
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person's core biometric dofo with others or reveal their
Aadhaar information without that person's permission,
Section 37 of the act outlines penalties for unouthorized
occess, disclosure of individual data, and other offenses.
The oot contains numerous sections that safeguard and
individual's privacy rights.

e  TheRighttoInformation', 2005

This legislation is particularly important in encouraging
occountability and openness about acquiring data that is
kep! up to date by the government. It also includes clauses
that delend individuals' nght of privacy. Although the right
lo information and the right to privacy are essenfially
mutually exclusive, the revelution of personal data is
exempt under the Section B(1)()) of RTI, The right 1o
knowledae guorantess thol no procedure jeopardizes
individual privacy.

e  The Consumer Protection Act'", 2019

The requirements reloted fo consumer rights and their
protection ore specifically covered in the Act for Consumer
Protection. However, the act also hos lows relating to the
privacy and data security within the fromework of &-
commerce. This legislation is essential to prevent the
exploitation of consumer data in light of the growing
popularity of digital marketing and anline shopping.
Section 2(?) stotes that e-commerce compaony must
protected the individuals' dato ond provide the

ransparency
e The Digital Personal Data Protection Act”,
2023

One of the biggest pieces of legislations was passed on
August 11, 2023, flollowing the numerous other
meosures, including the Justice Srikrishna Committee's”
Parsonal Duata Profection Bill of 2018. Two further
legislations were lately submitted fo the parliament;
howaver, they were rejected because of flaws in them, This
Act describes how to protect citizen's digital dota. The
legislotion hos numerous rules, such as Cross-Border
Data Transfer, which governs the safe tronsfer of data
outside the Indio. Additionolly, o boord - basicolly o
requlotory board is established under this act to oversee
dota protection procedures. It provides o medem legal
structure to protect the dota,

Suggestions

e Cybercrime ond e-commerce ore the main fopics of
the Information Technology Act. there are very few
clouses pertaining to private rights. The phrase
Sensitive Parsanal Data ', notwell defined.

e  Inthe 2018 decision of Aodhoor Case, the Apex
Court confirmed the constifutional legality of
Aadhoar, subject to a number of limilations
designed lo safeguard personal privacy,

e  The security risk rises with the centralization of
biometnc doto. The number of doto breaches is
staggering. It is necessary to complete these
capluras,

e ltistoughto bolonce the privacy rights with right to
information. |t is obvious thot the right to
information and the nght to privacy often intersect,

e Saction B(1)(j) is frequantly read narrowly; there
have been numerous situations in which persons
offempted to suppress informotion under the
premises of sofeguarding privacy, which con
impede fransparency,

e The Consumer Protecion Ad should include
comprehensive recommandations on how firms
should pratect consumer data, which are now
missing.

. The act omits numsrous Important datails,
including the precise parameters of consent. The
oforamentioned cotches ave nse to uncarainhes
and underscore the necessity of closely monitoring
the act's implemantation and its possible effects on
privocy.

Conclusion

In a time when technology is the foundation of
contemnporary life, the right to privacy hos become
essantial to personal freedom and dignity. There are o lat
of obslacles when it comes 1o parsenal privacy issues. In
the real world, incidents such as date breaches, online
survaillance, abuse of persenal information put people at
risk_ The Indian Constitution's Arficle 21 acknawledges the
privacy rights as an essential part of humon freedom and
existence, which is a significant step forward in the
protection of individual rights,

Although important rulings like Aadhaar Judgment have
assisting in privacy rights as the basic rights, obstacles still
need o be overcome before this right can be effectively
entorced. The legislative reaction from India in the ferm of
slatutas shows a growing under standing of the necessity of
strict privacy protection. The way forward necessitates o
flexible sirategy that persistently adjusts 1o the changing
digital environment while unwaveringly protecting the
right to privacy. Maintoining privacy must be a top priority
as negofioting the challenges of the digital age because it
is essentiol fo uphelding human freedomand dignity.

" Right To Information Act, [22 of 2005], India.
" ActNo. 35 0l 2017 lor the Consumer Protnction in India,
" Digital Persanal Dato Protechion Acs, (23 of 2023}, India

Jusstice BN Srikrishno Commities astoblishad by MeifY (Minisirg of Elactronics ond Information Technology).

Information Technology Act, 2000, Section 43A; IT Rules, 2011 Rule 3
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Research Paper

Porn and Social Media: A major issue for today's world
Mr. Rahul Singh*

ABSTRACT

In the present time of technology, a new era has taken the birth which is knows as use of social media 10 the amotions and
personal life so that other people will attract towards it and start following them. But with the usage of this social media o
new issue has bean raised in the society, |.e. vulgarity on social media, The interasting fact about the concept is that it has
been mentioned under Indion Penal Code {IPC) under different sections like 294-296, but what octually obscene means
doesn't mentioned under these sections. Even the Supreme Court of India olso silent to provide o definite definition of
obscanity, Due 1o luck of clarity aboul the definifion of obscanity, this concept is baing misused by several peoples on sociul
media and on other entertainment means which results that it is difficult to differentiate it from porn. Social media is not
exactly providing the porn material but it supports the content in a regular post. People around the world post their content
but in India no one raised guestion of obscenity, nsteod people enjoyed the content as o porn motenal. This arficle fries fo
find out the relation between sociol media and pornogrophic content and tries to analysis the contentions of peogple over

social media that haw they spread ebscenity on social media and low remains silent aver such things.

Keywords: Social medio, abscenity, porn, lows etc.
1. Introduction

Social media hos become a mainstay in the
communication and self-sxpression of our contemporary
culture, but it is also a major hub for all kinds of alarming
information, including pem, scenes, links, pictures and
child explaitation, Buf why is there so much pornographic
content on social madia? With enormaus user bases come
enormous responsibility ond it oppears that not a single
website hos established a pom-proof filtering mechanism
or an atfenfive enough modarating etoff.

According fo the records issues by "Minisiry of Information
ond Broadcasting (I&B)," most of the OTT platforms used
social medio to affract the user, traffic towards their
channel and opp they disploy porn contant, scenes of the
mavies, clips of the vidsos, vulgar pictures on fheir social
media platform.’ Now a days it hos been found that every
odult OTT platform and pom websites are having secial
media occounts, such accounts are being followed by
millions of users. Instairam, a secial media app allows the
users fo publish content over it, where the porn industry ore
highly active, not only the channels but the caste of the
porn also shares the content on instagram, as instagram is
world third most largest plotform where the current traffic is
being diverted,

Even a PIL had been filad by a medical surgeon Dr. Sanjay
Kulshresthra in 2024 in the highest court of India, where it
has been argued that it the porn is not rastrictad on social
media platform it will resulfing infe a "alorming rnise in
sexual offences” ogainst young females in oddition to
distorled sexual bahavior. The PiL is filad with an cbjective
that by using the Inherent Powers by the highest Court of
India, some major steps can be enforced in tha Indian
Territory for prevention of porn on social medio © Under
this PIL it has been argued that some major direction be
given under Informatien and Technalogy Act, 200, so that
some reasonoble efforts can be token to control the
display, modify, host, publish, share or store the
pornograpghic confent.

The Lafin term "obscenus® the meaning of that word is valy,
disgusfing, or abharrent, is the root of the English word
obscene. Obscene, according to the Oxlord Dictionary, is
defined s objectionoble ar repulsive by generally
recognized moral and decency standards. One definifien
of obscenity is offensive material that has the power 1o
morully degrode peopla. Things that are sither repulsive fo
the senses or insulting fo a person in o sexual way with the
intention of arousing lust are referred 1o be "abscens’.

*Assistont Professor, IMS Unisen Univarsity, Dehradun
TOI Tech Desk, India bans 57 socicl media aczounts for pom,

https-f/timesolindia.indiafimes. com/technology/sacialfindia-bans-57-sociol-media-accounts-for-pom-haw-lo-repart-offentive-content-

on-instagrom/oricleshow, | 08542078 cms,

Piea In Suprerme Count Seeking To Stop Porn On Social Media Plotlarms, hitps:/fvwew.ndiv.cam/india-news/plea-in-supreme-court-seeking-
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While the Indian Constitution grants ifs citizens 'fhe right to
frae spaech ond exprassion” *, the Indian Panal Code' and
cther laws hove restricted this right by making it illegal 1o
convey ideas that fall under the definition of "cbscene’.
However, evan thaugh the word "obscene’ has o dictionary
definition, Its precise maaning Is uncleor, ond even when it
has been attempted to be interpreted, there have been
multiple incarrect intarprelations. Taken togethers, these
have resulted in a denial of the freedom of speach and
expression guoranteed by Adicle 19(1){a]’ of the Indion
Constitution in itz true sense, as well os a
misunderstanding of the penal provisions pertaining to the
term.

Desensitization to sexual content, the reinforcement of
harmful gender stereatypes, and a decline in interpersenal
trust are just o few al the detrimentol effects that
pornography may have on people and society. Because of
India's obscenity laws; it is unlowful 1o creote, disinbute, or
possess pormogrophic material, making it @ complicated
topic.

Even in the modern era peoples of around the world they
post content on social media but no action has been taken
in India againgt the content, though there are some
specific laws to contral such spread of obscene and pom
confent, Under Information and Technology Act’, 2000,
there ore some lows which restrict the spread of content in
India like Tha Protection of Children from Sexual Gifences
(POCSQ) Act, 2012, The Indecent Represeniation of
Women [Prohibition} Act, 1986, The Cable Television
Networks (Regulation) Act, 1995, The Young Persons
(Hormful Publications) Act, 1956. Lows are there but
people in the society they enjoyed the content like a porn.

2. Social media and their content

Here in the research, researcher examines some of the
most well-known networks and their alleged problems to
pravent viewers from being inundoted with hard-core
content beyond the laws.”

Facebook

In 2021, it was found that if a user typed in any letter in
Focebook's search bor ond then clicked on the video
rasults link, they would be presented with o lengthy
selection of lorgely sexuol possibilities. In the past, the BBC
tried to submit 100 sexuvally explicit pictures of kids to
Focebook, bul just 18 of tham ware ultimately taken
down." According to the BBC story, Facebook did nothing
when informed that five convicted child offenders had
active Facebook profiles, clearly in viclation of the terms of
sarvice.

Addifionally, o recent BBC investigotion olleges that
fFacebook failed to effectively nddress employee concerns
about the site's widespread use.” They specifically mention
hew trafficking organizations and drug carels ulilize the
infernet fo draw in, market to, and sell women," Workers
claim that while dozens of the unlawlul groups or sites they
report are still operational, some of them have been
removed. Instead of shutting down the illegal group or
organitation, simply content connected to it is removed.

Additionally, the Guardion discoverad a few years hock
that Fucebook has experienced of least one spike in cases
of revenge porn and sexual extortion os part of a stow but
consistent file leak. Over 14,000 occounts that were

engaged in these disputes, 33 of which were children were
ultimately disabled by the firm."" Facebook withholds

Arficla: 19. (1) All citizens shall hava tha right- (a) to freedom of speach and exprassion; {b) to assemble peaceobly and without arms; (] lo
form ossociotions ar unions; {d} to move treely throughout the territory of india; [2) to reside and sattle in any part of the terrtory of India; 1
[and|.

Sacian: 294, Obscene octs and songs -Whoever, fo the snnoyance of athers, |a) dees any obscene act in any public placs, or (b} sings,
racites or uflars any obscens song, ballad or words, in or necr ony public place, shall be punished with imprizenment of gither description for
o term which moy extend to three months, or with fing, or with botn.!

Supra Note |

Punishment tor publishing or fransmifting obscena matenal in electronic lorm.-Whoaver publishes ar fransmits or causes fo be publishad or
transmittad in the electronic form, any material which is loscivious or appenls fo the prurient intarest or if its effect is such o3 1o tend io deprove
and corrup! parsons wha are likely, having regard to all relevant circumastonces, 1o rend, see or hear the matter confained or embodied in i,
shall be punished an lirst conviction with imprisonment of either descripfion for o tenm which may extend 1o thiee years and with line which
may astand to five lakh rupees and in the avent of second of subsequent canviction with impriseament of sither descaption for a term which
may extend {o five years and alsa with fine which moy extend fa ten lokh rupees.

Global sociel medio statisics research summary 2023, hitps://wwwsmartinaghls.com/social-media-markefing/saciol-media-
stroteqgy/new-global-social-medio esearch{ accessed on 15/08/2023,

Facebook's kiddie porm problem is only getfing warse, hitps.//nypast com/2017/04/ 4/facebooks-kiddie-parn-problemeis-anly-geting.
worse/ accessed on 15/8/2023.

Focebook Porn: Molwore warning avers video, hitps: /fwww bbe.com/nows/nowsbeal- 310740468

Report Alleges Facebook Didnt Fix Systems that Allow Human Troffickers 1o Recruit Viclims on the Platiorm,
htips:/fightthenawdnsg ora/focebook-reportedly-didat-fix-systems-ollowed-humaon-traffickers-recrit-victims/

Focebook flooded with ‘sextortion’ and revenge pom’ hitps:/fveww theguardion com/news/2017/may/22/facebook-iooded-with.
sedortion-and-revenge-parn-filas-reveal
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particular numbers, so it's unclear how this compares to
earlier imes, but that's o significont sum.  And those are
only the highlights of the porn issues on this largest social
natwork in the globe.

YouTube

According to mports, spam commentators are sending
links to porn wabsitas and suspectad frauds to well-known
YouTube channels, which is influencing young viewers.
According to an analysis, evan thovgh YouTube claimed fo
have fixed the izsue in 2019, famous channels' comment
areas were overrun with spam remarks.” The BBC
analysis, which used an open-source spam datection
algorithm, discovered that arcund one out of every five
camments on carfain well-known channels with millions of
members were spam.

What's app

A 2019 arficle by TechCrunch, * publisher of tech industry
news, summaorized the findings of two Israsli NGQs. The
article "details how WhatsApp chat groups are being used
to spread illegal child pomography.” The ultra-popular
cross-platferm messoging ond calling application is
owned by Facebook and ufilizes privacy tachnology
including encryption. Mors specifically, end-ta-end
encryption, os the pnvacy technology "ensures only we and
the person we're communicating with can read whaot's sent
ond nobody in between, not evan WhatsApp. Our
messages are secured with locks, and only tha recipient
and we have the special keys needed fo unlock and read
our messages.” Simply put, end-to-end encryption enables
people to share porn content that keeps remain theirand
their messoging thrends anonymous fo the rest of the
world meaning they con abuse the person and distribute
the material with oihers to use without being discovared.
And unfartunately, that's what's happening.

Instagram

Although thera are no concrete statistics available
regarding the volume of porn on this enormously popular
network, influencers are a big problem on this platform,
It goas withaut saying that the internet has made pom
more prevalent than ever before and given perpetraiors

easy occess to their fargets. Influencers and content
makers doing everything for views and likes. The extent fo
which social media sites like Instagram are directly offering
people this unprecedented access, however, may be less
widely, "

The Bark teom used Photoshop to aller a 37-year-old
team member to investigofe the realm of sociol media
predators and discover how simgle it is for porn fo have
unresiricted occess to people. They mode fictitious social
madia accounts {or o hypothelical 15-year-old, 12-year-
ald, ond 1l-year-ald using vaorious manipulated
photographs of her. We might be surprised by what they
found."” The Bark inveshigation provides a glimpse into the
herrifying reality of adults coercing pom, obscenity,
adolescents and 1eenagers into violent relationships.

Instogram tokes pleosure in forbidding some hash togs
connacted fo pornographic content, but there is sfill a long
way to go befere it can be deamed entirely acceptable and
secure for ussrs,

Tik Tok

Due of this, former moderatars have launched a federal
lawsuit ogainst TikTok ond its parent business, Byle Dance,
saaking closs-action status. By allegedly failing to shield
moderators from the smotionol trauma brought on by
viewing hundreds of "highly toxic and extremely disturbing"
videos every week, such as those depicting nude dance,
top less body, sexunl contant, kissing, or even pom, they
claimed the compony was negligent and in violation of
California labor laws."" "We see TikTok challenges, and
things that seam fun and light," a lowyer from the Joseph
Saveri Law Firm, the compony thot brought the cose, soid,
"but most don't know about this other dark side of TikTok
thot these folks are helping the rest of us nevar see.*

Snapchat

Snapchot used 1o be the millennials preferred social media
plotform with more than 100 million daily active users."
Have we ever heard of 'Premium Snapchot?" Ifs the newest
method lor pornographers to reach their intended
consumers; Although the phrase ‘premium Snapchat" isn't
official, these services do exist. A premium account is o

YouTube comments bombarded with porn and scam links targeting channais with millions of young fans,
https://inews.co.uk/news/tachnology/youtuba-commentz-spam-pom-scams- 15714639

b Pomvideo sirsamed viaYouTube loophole, hiips:/fwww bbe com/news/technology- 384652506
" WhotsApp has an encrypted child obuse problam,  https:/flechcrunch.com/2018/1 2£20/whatsapp-sernography/

How o Racagnize Online Predators and Fratact Yourself When They Slide inte Your DMs,
htps:/Mightthenewdrug org/how-to-recognize-online-predotors-and- protect-yoursell/

" The Parn Bots ars Toking Over Instagram, and This is Why, hitpss//tightthanawdrug.org/why-youre-sesing-sa-many-poen-bots.on-

Instagramy/
Ibid

" Moderctors Sue TikTok Due to Menral Heolth lssues from Seeing Sa Mary Violent Videos, hitps://fightthenevwdrug org/modertan-sus-

tiktok-mental-haalth-issues-from-sesing-violent-videos/

7088201/

What are premium Snopchot occounts and are they just porn?, hitpe:/fmatro. co.uk/2017/11/21 /what-are-pramium-snapchat-accounts.
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regular Snapchat account that is private and con be
occessed for a price by users, These premium accounts ans
overwhelmingly used by persons, frequently par octors,
to post explicit sexual film of themselves. If we poy for
premium membership, we moy onficipote o constont influx
of her own pornographic content delivered right to our
Snopchat occount, People who pay for occess wonl the
explicit contant and have paid for #, so they are unlikely to
report the account, Premium account holders con benefit
from not having their occounts detected and deleted by
Snapchat by making these accounfs private. These
account holders, who are mostly women, promote their
pramiums on other social medio sifes like Facebook and
Instogram ond accept payments via Yenmo, Paypal, or
anothar preferred money transfer opp, Similar to pom on
demand, but much easier to hide.

Pinterest

In the Pin Etiquette section of Pinterest, it is stoted that "We
do not allow nudity or hoteful content" Peariod.
Addifionally, ‘any content that is defamatory, obscene,
pornographic, vulgar or offensive” is prohibited per
Pinterest's terms of service. Enid Hwang, the community
manager for Pinterest, explains further: "Photographic
images that depict full-frontal nudity, fully sxposed breasts
and/or buttocks ore not ollowed on Pinterest. "™

Sill, # has been found that receiving messages from
fighters complaining thot they've come across ohviously
explicit hardcore porn in iheir regulor feed; from what
we've observed, this problem oppears fo be exacerbated if
theyve marked their gender as 'male’ on the website,

If's on our radar as o troublesome medium for dubious
content, and like Instagram, there are no concrate figures
to be obtuined for how many sexual posts there are
actually on the site,

Twitter

There is ollegedly sexual exploitation an Twitter that is
worse than porn. On behalf of juveniles who were
traflicked on Twitter, the National Cenfer on Sexual
Exploifation Law Center (NCOSE), The Haba Law Firm,
and The Matiosic Firm filed o federol comploint against
the company.”

The 18-year-old John Doe #1 and John Doe #2 claim

they were 13 years old when they were deceived into
uploading pornographic films of themselves using the

social media app Snapchat by a sex trafficker posing as o
16-yeur-old female. Links fo those films started popping
up on Twitter in January 2020, when they were in high
school, atewyears lafer.

The plaintifis claim they reported the fweels fo law
enfarcement and promptly asked Twitter to take them
down. The Doe fomily confirmed thot John Doe was a kid
and the films needed to be removed right away using
Twitler's reporting mechanism, which in accordance with
its policy is designed 1o catch and block unlowlhul matenal
like child sexuol abuse material (CSAM) from being
circulated, Instead of toking ‘down the videos, Twitter
allegedly did nothing, even informing John Dae thot the
parficular video in question did net, in fact, break any of
their rules, This is according to NCOSE, Azcording to
reports, Twittér didn't remove the content for nine doys
betore o Departmernt of Homelond Secunty agent
contacted them ond pushed them to do so.

3. Law failed to control the spread of such
Content

The Indian gevarmment tries a number of strategies fo keep
an eye on ond limil access to pomographic material on the
intamnat. Directing Internet service providars (ISPs) 1o
rastrict porticular websites or URLs that contain adult
content is one of the moin strotegies, Citing worries over
child sofety and public morals, the government ordered
I5Ps 1o remove 857 porn wehsites in 2015, The
governments powar o impose extansive censoring
restrictions is demonstrated by this specific prohibition,
which  was ultimatsly partially repealed in response to
public outcry.

To find websites that host or disseminate pornographic
content, Indian authorifies keep a <lose eye on internet
traffic and odivity. They can oct quickly against new or
unidentified sources of adull content thanks fo fhis
survelllonce. During 2022-2024, Indian Government
with the help of “Ministry of Information and Broadcasting
{I&B)" banned 57 social media accounts and websites
available on different plotforms. In which 12-Youtube
Channals, 17-Instugram, 12-focebook and 16 X accounts
are included along with 10 apps on Play Store powered by
google and 3 apps on ploy store powered by apple.
| 9websited were banned olong with 18 OTT plotforms,
which spread parnographic content, **

= Allobout Pirterest, hitps: //help, pinterest com/en-gb/guids/all-aboul-pinismst

" Twitter Sued by Survivor of Child Sexunl Abuse and Exploitation,

hitps: //quiilbot, com/2utm medium=cpclutm source=googledutm compoign=FA+-+V5+ | +PERF+-+Seorch+ | + Produd+-

+Poraphrose- |+ DEVP 4

Hladiad |4 ROASE UM 1erm = patophrasing®%20tool&uim_content= 6644587334 | 3&campaign type= sxunsion.

2032075987 5&ddick id = COKCQiwBAanBhCiARIsAlSveq LB

= TOlTech Desk, Indiz bans 57 social medio accounts for pom,

htpe: /ftimescfindio, indiatimes. com/technalogy/sociol/india-bans-57-social media-accounts - for-porm-how-1o-repad-affensive-cantent-

on-instagram/armcleshow/ | 08542078 cms
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Additionally, the government works with law enforcement
to loak inte ond tuke down websites that produce and
distribute unlawful pornegraphic content. Public
education compoigns thot seek fo increase knowledga of
the dangers of visiting porn websites and offer advice on
shielding children from such content are o good
complementio these efforts.

Mostly times govemment only focused on the websites,
hardly the deals with the apps and such plattorms. India
has the laws but the laws are on the books enly nowhera
the laws were opplied on such platforms. As these
platforms are one of the main source of income for the
country, so the usage of any kind of content has been
allowed by the authorities irrespective of its conseguences.

4. Conclusion

These statistics demonstrate the extent to which porn hos
taken over the internet and our online social interactions,
particularly for everyone. Ifs no sacret that porn is
prevalent everywhere, and right now it oppears o be
consuming our Instagram discovery pages, Facebook and
Twitter feeds, os well as our TikTok and Youtube.

And if we're a user of social media we don't humiliate for
watching porn, | needs a attention fo distinct between
obscene ond porn, emphasizing how the latter lacks
intimacy, connection, and boundary-setting. Teenagers

can simply lie to circumvent these age restrictions, even
though some parmogrophic social medio profiles will
question users il they ara above 18. The majorily af
teenagers will unavoidably come into contoct with porn.
Even in the PIL filed by Dr. Sanjay Kulshresthra, it hos been
clearly prayed befors the Hon'ble Court that if the porn is
nel restrict on social medio then it will resull inle
generafing a "alarming rise in sexval offences® against
young females in addition to distorted sexual behavior. ™

Ministry of Information and Broadcasting fries o lot in
recent times fo canirol the porn through social media but
the broadcaster ara much large in number. Only faw
website and OTT platforms hod been identified by the
Indian govemment but ifs nat enough for the society 1o
protect it from porn on sociul media, There are number of
website and OTT platiorm and which are still un-identified.
Banning the social media and the online plattorm is justa
temporory solution for the problem, But if required some
stnct actions and restrictions, then only the issue con be
controlled.

Some how, it is the authority only who can put o control
over such acfivities on social medio. Every yeor Laws are
there but need to be applied in a strict and regular manner.
Government provids restrichions but those restrictions ars
just o huddle for the people.

Swpro note 2
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http://www.outlookindio.com/magazine/story/jack-of-clubs-and-the-cardsharps/297427 Lost visited on July 2,
2016}

REPORTS

LAW COMMISSION REPORTS

243"Report of the Law Commission of India (2012)
ONLINE REPORTS

World Trade Organization, Lomy outlines “cocktail opproach” in moving Doha forward, (2010), available af
http://www.wio.orgfenglish/news e/news10 e/tnc_chair report 04moyl0 e.htm (Last visited on May 10, 2016).

INTERNATIONAL TREATIES
Art, 5, UN General Assembly, Rome Statute of the International Criminal Court {last amended 2010), July12, 1998, [1SBN
No. 92-9227-227-6, ovailoble ot: hitp: //www refwarld org/docid/3aebb3oB4 himl (occessed July 2, 20146)

GENERAL RULES
FORMATTING

. & & 0

- 8 " 8

Single numbers do not beginwith O

Remaove hyperlinks in all citations of URLs

The format of dates should be - June 25,2014

Capitalisation — The start of every sentence should be in copitals. In titles, do nof capitolise arficles, conjunctions or
prepositions if they comprise of less than four letfers.

ltalics — Halics are to be used in the following instances:

Cose names when usad in tha main text

MNon-Englishwords

Emphasis in the main text, but not torming part of aquote

Short forms — The short forme of words which are ngt mentioned in this guide are not acceptable. Short forme which are
acceplable are:

Art. for Article

Cl. forclause

No. for number

Reg. for regulation

Sec. for section

Vol. lor volume

Edn, For edition

Ed. Foreditor

Ltd. for Limited

Co. for Company

Inc. for Incorporated

Add "s" to the short form for the plural form

FOOTNOTES

.

Multiple citations in the same fooinote should be separated by usemicolon.

Connectors—

-

Id. and supra ore the only connectors which may be used for cross referencing



«  These connectors can only be used fo refer fo the original footnote and may not be used 1o rafer 1o an earlier referance,

*  The formatfor referring fo the immediately prior footnote shall be one of the following:

*  When the page numberls) being referred to are the same os in the previous fooinote

e ld.

*  When the page number(s) being referred to are different from the previous footnote

* |d.,al77-78.

*  The lost name of the author, when available, should be used before the supra. The format for referring fa footnote earlier
than the immedistely priorfoctnote shall be: Seervai, supra note 6, a1 10.

Intraductery Signals

*  Nointroductory signal fo be used when the footnote direclly provides the propasition.

*  Thesignal'See'shall be usad when the cited authority claarly supports the proposition.

+  Allfooinotes must notend in a period (fullstop).

QUOTES

+ Forquotations balow fifty words in length, the quote should be in doubla inverted commas and should beitalicized,

* For quotations above fifty words in length, seporale the text from the main parograph, indent it by an inch from either sids,

and provide only single line spocing. If the main text has only single line spacing, the font size of the quete shall be
reduced by .



PRAGYAAN: JOURNAL OF LAW

Ethics Policy for Journal

1. Reporting Standards

Authors of research paper should present an accurate account of the wark performed os well as an objective discussion of ite
significance. Underlying data should be represented accurately in the paper. A paper should contain sufficient detall and
references o permit others 1o replicate the work, Froudulent or knowingly inaccurate statements constitute unethical
behaviour and are unacceptable, Review and protessional publication articles should olso be occurate and objective, and
editorial 'opinion' works should be clearly identified as such,

2. Data Access and Retention

Authors may be asked to provide the ressarch data supparting their paper for editorial review and/or o comply with the
open data requirements of the journal, Authors should be prepared fo provide public access to such doto, if procticable,
and should be prepared 1o retoin such data for o reosonable number of yeors ofter publication. Authors may refer to their
journal's Guide for Authors for furiher details.

3. Originality and Acknowledgement of Sources

The outhors should ensure that they have written entirely original work, and if the authors have used the work and/ar words
of others, that it has been appropriately ocknowledged, cited, quoted and permission has been obtained where necessary.
Authors should cite publications that have influenced the reported wark and that give the work appropriate context within
the larger scholarly record. Information obtained privately, as in conversation, correspondence, or discussion with third
parties, must not be used or reportad without explicit, written permission fram the source.

Plogiorism takes many forms, from ‘passing off another's popsr os the author's own paper, 1o copying or porophrosing
subsiontial ports of onother's paper (without offribution), o cloiming results from research conducted by others. Plagiarism
in oll its forms constitutes unethical behaviour and is unacceplable. Plagiarism lest of the content should not be more than

10% [Tumniting.
4. Similarity checks for plagiarism shall exclude the following:
i.  Allquoted work reproduced with all necessary permission and/ar attribution with correct citation.
ii. All refarances, foolnates, endnotes, bibliography, labla of contents, preface, methods and ackrowledgements.
i, All genaric terms, phrases, laws, standard symbals, mathematical lormula and standard equations.
iv. MNome ofinstitutions, departments, stc.
5. Multiple, Redundant or Concurrent Publication

An author should not in general publish manuscripts describing assentially the same research in more than one journal of
primary publication. Submitting the same manuscript fo more than one journal concurrently constitutes unethical behaviour
and is unoccepiable.

In general, an author should not submit for consideration in ancther journal @ paper that has been published praviously,
except in the farm of an abstract or as part of a published lecture or academic thesis ar s an electronic praprint.

Publication of some kinds ot arficles (2.g. climical guidelines, translations) in mare than one journal is sometimes justifioble,
provided certain conditions are met. The authors and editors of the journals concerned must ogree to the secondary
publication, which must reflect the some data and interpretation of the primary document. The pnmary reference must be

cited in the secondary publication. Further delail on acceptable farms of secondary publicafion con be found from the
ICMJE



6. Confidentiality

Information obtained in the course of confidential services, such as refaraeing manuscripts or grant applications, must not
be used without the explicit written permission of the author of the work involved in these services.

7. Authorship of the Paper

Authorship should be limited 1o those who have made o significant contribution 1o the conception, design, execution, or
interpretotion of the reported study. All those whe have made substantial contributions should be lisied as co-authars.

Where there ara others whao have porficipated in cartain substantive aspecis of the paper (e.g, longuogs editing or medical
writing), they should be recognised in the acknowledgements section.

The corresponding author should ensure thet all oppropricte co-outhors and no inappropriote co-outhors ars included on
the paper, and that oll co-authors have seen ond approved the final version of the paper and hove agreed 10 its submission
for publication.

Authors are expected to consider carefully the list and order of authors before submitting their manuscript and provide the
deafinitive list of authors at the time of the original submission, Only in exceptional circumstonces will the Editor consider (ot
their discrefion] the addifion, deletien or rearrangement of authors affer the manuscript has been submitted and the outhor
must claary flag any such requast 1o the Editor. All authors must agrea with any such addition, removal of rearrangamant.

Authors toke collactive responsibility for the work, Each individual author is secountable for ensuring that questions related
to the accurocy or infearity of any part of the work are appropriately investigated ond resolved.

8. Declaration of Competing Interests

All authars should disclose in their manuscript any financial and persanal relofianships with other peaple or organisations
that could be viewed as inappropriotely influancing (bias) their work,

All sources of financial support for the conduct of the research ond/or preparation of the article should be disclosed, as
should the role of the sponsorls), if any, in study design; in the collection, onalysis and interpretation of data; in the writing of
the report; and in the decision to submit the article for publication. f the funding source(s) had no such invelvemant then this
should be stated, '

9. Nofification of Fundamental Errors

When an author discovers a significant error or inaccuracy in their own published work, it is the authors obligafion o
prompily notify the journal editor or publisher and cooperate with the editer fo retract or correct the paper if deemed
necessary by the editor. f the editer or the publisher leam from a third party that o published work contains an arror, it is the
obligation of the nuthor to caoperate with the editor, including providing evidence to the editor where requested.

10. Image Integrity

It is not acceptable to enhance, obscure, move, remove, or introduce o spacific featura within an image. Adjustmants of
brightness, contrast, or color balance are acceptable if and as long as they do not obscure or eliminate any information
present in the original. Manipulating images for improved clarity is occepted, but monipulation for other purposes could be
szen os sciantific sthicol obuse ond will be dealt with accordingly,
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Peer Review Policy

Paer review is an integral part of our research journal.  All the research papers will be sent to Reviewer after cancealing the
name of the author and any other identification mark in this regord. We ensure that Peer review will be foir, honest and
mainiain confidentiality.

The practice of peer review is to ensure that only good research papers are published. It is an objective process at the heart
of good scholarly publishing and is carried out by oll reputoble scientific journals. Our referses play a vital role in
maintaining the high standords and all manuscripis are peer reviewed following the procedure outlined below,

Initial manuscript evaluation The Editor first evaluates oll manuscripts. If Is rare, but it is passible for an exceptional
manuscript fo be accepted af this stage. Manuscripis rejected af this stage are insufficiently original, have serious scientific
flaws, have poor grammor or Englich language, or are outside the aims and scope of the joumal, These that meet the
minimum criterio are normally passed on lo at least 2 experts for review.

Type of Peer Review: OCur Palicy employs blind reviewing, whare beth the referse and auther remain anenymous
throughout the process.

How the referee is selected Whenever possible, refereas are matched 1o the poper according 1o their expertise and our
database is constantly being updated.

Referee reports: Refereas ore nsked fo evaluate whether the manuscript. Follows oppropriate ethical guidelines - Has
rezults which are clearly presented ond support the conclusions - Correcily raferences previous relevant work,

Language correction is not part of the peer review process, but referees may, if so wish, suggest comractions to the
manuscripl.

How long does the review process take? The time required for the review process is dependent on the response of the
referees. In rare cases for which it is exiramaely difficult to find a second raferee to review the manuscript, or whan the one
referee's repart has thoroughly convinced the Editor. Decisions af this stage o accept, reject or ask the author for a revision
are made on the basis of only one referee’s report. The Edifor's decision will be sent to the author with recommendations
made by the refersas, which usually includes verbafim commants by the refereas, This procass tokes one month, Revised
manuscripls moy be returned fo the initial referees who may then request onother revision of @ manuscript or in cose second
refaree the enfire process takes 2-3 months.

Final report: A final decision fo accept or reject the manuscript will be sent to the author clong with any recommendations
made by the referees, and may include verbatim comments by the referees.

Editor's Decision will be final. Referees ore to advise the editor, who is responsible for the final decision fo accept or
reject the research paperior publication.
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